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virus 136

0 1.00M 2.00M 3.00M 4.00mM 5.00M 5.00M 7.00M 5.00M 9.00M 10.00M 171.00M 12.00M 13.00M
ERaE ID EEY EEEiai EEEdmRl sték
DMS ANY Queries Brute Force DOS Attack 40033 T vulnerability brute-force 11.0M I
Suspicious TLS Evasion Found 14978 spywars spyware 1.3M1
NetBIOS nbtstat query 31707 vulnerability info-leak 716.5k 1
Telnet Authentication Brute Force Attempt 400049 m vilnerability brute-force 688.7k 1
Suspicious HTTP Evasion Found 14084 spyware SpyWare 405.0k 1
LINDK Portmapper Remote Infomation Retrieving Attempt 32796 [ low | vulnerability info-leak 185.0k|
SSH User Authentication Brute Force Attempt 40015 [ high | vulnerability brute-force 77.5k1
Ncrack RDP scan 36266 [ low | vulnerability info-leak 65.5k |
Microsoft SQL Server Stack Overflow Vulnerability 30009 critical vulnerability overflow 53.0k|
Linux. XorDDoS.Gen Command and Control Traffic 13306 critical Spyware Spyware 35.5k |
others others others others 198.1k|

R IMIREREERES |, ZHERHBE(Brute-Force) , LEEEXREHETEREA(Telnet)BHRMA , ERIEEAE , ZEHAISHERI AR
EEMEZEAIR, BB ARBSELY | UPEEARNRAEIRE. suspicious evasion found A LA AHTTPEERE K MEIBURLBREKE K AES
REBEAERZREBAENAIBLEURLER,
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=0 Virus virut:-formatmcl_gicp.net - Suspicious DN5 Query (genenc:frtycgjoom_org)
-3 Suspicious DN5 Query (genenc-dizibox1_com) Suspicious DN5S Query (generic:tk3_Sqgzone_net)
Suspicious DN5S Query (generic:bt3_5gzone_net) 2= Suspicious DNS Query (generic:bt4_5qzone_net)
== Suspicious DN5 Query (generic:grimhoj_ dmcu.dk) -8 Suspicious DNS Query (generic:itv_5gzone_net)
1/3°¥
Hragch g B
140.127.37.57 None 191 I
140.127.36.159 MNong 80 I
140.127.37.79 Noneg 43 I
140.127.37.56 Nong 33 I
140.127.74.203 None £l
140,127 74,183 MNong 20
140.127.45.37 Noneg 20
140.127.37.192 Nong 21

140.127.37.57, 140.127.36.159 EXHEAEZEEEEHEEHS , YIRBERHE,
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Application Non-Standard Ports

Port EHER FlBR (OB w- | FIFEESR 5% A% URL
9988 shoutcast 16.5C NN 35.3k 0 0 0
51905 gvod 13.5G I 21 0 0 0
9762 ssl 7.2G N 6.0k 1 0 0 0
8080 http-video 340.7M1 171 0 0 0
56337 stun 2| 281.1M1 21 0 0 0
10443 ssl 267.3M1 761 0 0 0
55400 gvod 234.1M1 9l 0 0 0
80 upnp 183.6M1 152.8k I 0 0 0
50650 teredo 102.6M1 431 0 0 0
55382 terado 100.8M1 21 0 0 0
others others others 18660 2083k NN 70 I 0 0

R MBI EDEHETRBREAES Eport , Sl : MEBM(Web-browsing) BHTTPEHTTPS , ZX1855 4 Bl A80% 443 , B ik H #8080
. 10443, shoutcast R BN EZFHE R , ARMEKRERE, quod ¥ SEHEE,



RER B Eportz FE R R HE 2 i

@ Ew QIO O A

BER

Rules Allowing Apps On NonStandardPorts

O URL

#H A ERER FR el FlFraREs URL
MEML-Outboud-All shoutcast 165G N 3530 0 0 0
NENU-Outhoud-All qvod 13.5G I 261 0 ] 1]
NKNU-Inbound-All 55l 7.5G N 9.1kl 1] 1] 1]
NKMNU-Outhoud-All teredo g28.9M 1 1.4kl L] 1] ]
MEML-Outboud-All stun H 666.0M 1 1.3kl 0 0 0
MENU-Outboud-all http-video 340.7M 1 171 0 ] 1]
NKNL-Outboud-All upnp 264. 7M1 238.60k I 1] 1] 0
MNEMU-Inbound-All qviod 234.1M1 a9l (i 0 0
NKNL-Outboud-All web-browsing 199.4M | 72.4k Il B a ]
MENLU-Inbound-All stun 159.4M | 1871 0 ] 1]
others athers others 319.5M | 45.0k N 471 I i 0
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portmapper El 185.0k W
unknown-udp B5.7k M
missgl-maon B 53.6k
dns 11.0M
telnet 690.3k .
ssh 77.5kH
ms-ds-smb E 9.3k
ms-rdp 10.6k W
sip 6.0k W
missgl-db 1.2kl
athers others  46.7k W
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virus | 136
L8] 1.00M 2.00M 3.00M 4.00M $.00M g.00M 7.00M 3.00M

ERAE 1D EREIEH

" DNS ANY Queries Brute Force DOS Attack 40033 vulnerability
Telnet Authentication Brute Force Attempt 40009 wulnerability
LMD Portmapper Remote Infomation Retrieving Attempt 32796  wvulnerability
SSH User Authentication Brute Force Attempt 40015  wulnerability
Microsoft SQL Server Stack Overflow Vulnerability 30009  wvulnerability
Linux. ¥orDDoS.Gen Command and Control Traffic 13306 spywars
Zerofccess.Gen Command and Control Traffic 13235  spywars
Netis/Netcore Router Default Credential Remote Code Execution Vulnersbility 39587 wulnerability
ASUS/Metcore Router Default Credential Remote Code Execution Vulnerability 39438 wulnerability
Win32.Conficker.C p2p 12544  spyware
others others  others
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