(LIPS 118173 =&]

BEBE :

vulnerability: 8.13M (8,129,538)
spyware: 542.64k (542,638)
virus: 1.68k (1,681)
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BED S

SpYyWare - 542 64k

virus | 1.68k

wildfire-virus |1

0 1.00M 2.00M 3.00M
Threat Name ID
DNS ANY Queries Brute Force DOS Attack 40033
Sipvicious.Gen UserAgent Traffic 13272
Telnet Authentication Brute Force Attempt 40009
LUNTX Portmapper Remote Infomation Retrieving Attempt 32796
Microsoft RPC ISystemactivator bind 30846
DEA NXDOMAIN response Found 40040
MS-RDP Brute Force Attempt 40021
MSSOL Login failed for user 'sa' execution 38010
SSH Usar Authentication Brute Force Attemipt 40015
Morto RDP Reguest Traffic 13274
others othears
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5.00M 6.00M

Threat Type
vuinem-l:u-il-it-,f
spyware
vulnerability
vulnerability
vulnerability
vulnerability
vulnerability
vulnerability
vulnerability

Spyware
athears

7.00M

Threat Category
brute-farce
spywars
brute-force
info-leak
info-leak
brute-force
brute-force
overflow
brute-force
net-worm

8.00M 9.00oM

Count
6.5M HEEE
459.6k 1
436.4k 1
260.8k |
196.1k |
134.5k |
115.7k |
82.3k |
75.5k:|
62.3k|
313.7k1

R WMABRREHERS, SHARNKE(Brute-Force), USHRERBETEREA(Telnet)ZImRM, EXMBEAR, HIHASHFAAR

EEMEERE. ERHXERFELEY, HEERMRRRER.



IRERNEERELBERRYE

Hosts Resolving Malidious Domains EYER
@ count Fel
Home
200k
1.00k /
0 o 7 :-"""f"-'\"‘“-" "-""'":‘H"‘"‘” = uf = \n & =
a1 05 09 13 17 21 25
-~ 3802242 -+ 3813101 % 3823570 3814794 4051912 - 3802203 -+ 40732395 - 4044055
= 4012801 == 4038917 - 3812283 < 3801886 - 4044621 == 4001415 == 4034338 -2 4043366
4096223 - 4006548 3819953 == 4054517 - 3824402 - 4043252 - 4078799 =+ 3804486
= F800074 - 4005755
Source Address Source User Count
140.127.62.155 None 1.8k I
IP_140.127.66.67 Mona 271
140.127.06.28 Mone 151
140.127.66.16 Mane 161
satellite.cs.washington.edu None all
140.127.45.150 Mone i~} |
140.127.74.225 Maone +8 |
140.127.80.158 Mona 41
140.127.74.203 Mona 41
140.127.80.191 Mona 410
others others 151
FREA : 140.127.62.155RBEE %, A5RKERAE, FTEEEHEEHS ASTIHUERRESHE REHSTES.
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Applications Using Non Standard Ports
@ bytes O sessions O threats O content O URLs s

Hoi
Application Non-Standard Ports

mega-base I
-
=s
I. mng
=i

Port Application Risk Bytes Sessions Threats Content URLs
BO mega-base 3 113.1G N 20.2k 1 ] ] ]
5001 s8] (4] B.2G 1 198 | 0 ] ]
BOBO http-video 5] 2.3G1 69 | ] ] ]
61435 teredo 1.56 | 347 | 0 0 0
BOBO mega-base 3 1.0G1 351 0 i 0
8096 telegram B 462.5MI 11 0 0 0

80 ssl B 287.8Ml 2771 0 0 0

99 web-browsing (4] 286.BM | 428 | 0 0 0

48317 stun 212.3M1 11 0 0 0

8968 http-video 200.4M | 1l 0 0 ]

others others others 2.8G1 602.0k NN oo D 0 0

FRH . BERBE D EHEARRFHA TS Eport, #i0 : HAHEIM(Web-browsing) AHTTPEHTTPS, 1Z#I85E0 Al A80Kk443, HE EREFHEHST.
8080. 10050, FH4t, BEEEOFEAHTTPHRTS, {Emega-basefEITIERSERE, RMHAIAERIRS0AMMIRI  SBUEANELE—LHTHE,
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Rules Allowing Apps On Non Standard Ports

@® bytes O sessions O threats O content O URLs o
Home

Rules Allowing Apps On NonStandardPorts

Rule Application Risk Bytes Sessions Threats Content URLs
NKNU-Outboud-all mega-base 3 141G 202k 0 0 0
MENU-Inbound-All 55l B.3G1 5.5k 1 ] 1] 1]
MNEKMNLU-Outboud-All http-video 5 2.8G1 2071 ] 0 1
NKNU-Inbound-All teredo 1.5G1 7.4kl 0 0 0
NKMNU-Outboud-All web-browsing 1.1G1 4473 N 411 0 0
MNENU-Cutboud-all telegram B 462.5M | 41 ] 1] 1]
MNKMNLU-Outboud-All gtLn B 376.0M1 1.1kl ] 0 1
MNKNU-Inbound-all web-browsing 358.8M| 9.7kl 74 I 0 i}
MNKMU-Outboud-All 55l 345.6M 1 5.0k 1 1] 0 1
MNENU-Cutboud-all flash 288.3M1 ol ] 1] 1]
others othars others 672.4M | 126.3k N 21N 0 0
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Blocked Application Activity

EHETREEZ ERARSE S HE

. threats O content O URLs

Home

Application Categories

networking

Application Risk Count
portmapper ' 260.8k 1N
telnat 437.2k HEE
ms-rdp 132.7k W
ms-ds-smb @ 32.3kH
unknown-udp 15.7k W
missql-maon 4.5k
dns 6.5M

ssh 75.5k W
sip 2.3k M
web-browsing 401N
othars a 14.2k A
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Blocked Threats BYEER

@ threats =

Home

Spyware l 39.00k

virus | 1.68k

wildfire—virus |1
Q 1.00M 2.00M 3.00M 4 00M 5. 00M o 00M 7.00M &.00M

Threat Name 1D Threat Type  Threat Category  Severity Count

'DNS ANY Queries Brute Force DOS Attack 40033  vulnerability  brute-force  medium 6.5M HE
Telnet Authentication Brute Force Attempt 40009  wulnerability brute-force high 436.4k 1
LUNIX Portmapper Remote Infomation Retrisving Attempt 32796  wvulnerability  info-leak [ low | 260.8k |
MS-RDP Brute Force Attempt 40021 vulnerability brute-force high 115.7k|
SSH User Authentication Brute Force Attempt 40015 wulnerability  bruteforce 75.5k |
HTTP Unauthorized Brute Force Attack 40031 vulnerzbility brute-force high 20.4k |
SMB: User Password Brute Force Attempt 40004  vulnerability brute-force 19.5k|
Morto RDP Reguest Traffic 13274 spyware net-worm low 17.1k |
Win32.Conficker.C p2p 12544  spyware adware 15.7k |
Apache Tomcat Windows Installer Default Account Access Vulnerability 34160  vulnerability code-sxacution high 15.0k |

others others  others others 41.0k |
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Seaurity Policies Blocking Activity =
@ threas O content O URLs
Home

| | | | | | | | | | | | |
spyware |39.00k

=

virus | 1.68k
wildfire-virus |1

0 250.00k

| |

750,00k 1.00M 1.25M 1.50M 1.75M 2.00M 225M 250M 2.75M 3.00M 325M 3.50M 3.75M 4.00M 425M 450M 4.75M 500M 525M 550M 575M 6.00M 6.25M 6.50M 6.75M 7.00M 7.25M 750M 7.75M
Rule

NKNU-Inbound-All

NKNU-Outboud-all



