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Threat Activity ETYER

@ threats

Home

wvulnerahbility
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I, 3. 35M
N 2 18.50k|

spyware
flood N 20450k |
virus | 1.08k
wildfire-virus | 71
packet |23
Q 50000k 1.00M 1.50M 2.00M 2.50M 3.00M 3.50M
250.00k 75000k 1.25M 1.75M 2.25M 2.75M 3.25M 3.75M
Threat Name D Severity Threat Type Threat Categ... Count
Windows XP User-Agent 41000 [ilg=nleEl  vulnerability  unknown 2.3M I
Telnet Authentication Brute Force Attempt 40009 vulnerability  brute-force 512.0k 0
SMB: User Password Brute Force Attempt 40004 high vulnerability  brute-force 2744k 10
Session Limit Event Ba0l flood unknown 204.5k1
55H User Authentication Brute Force Attempt 40015 [ high ] vulnerability  brute-force 100.8k1
MS-RDP Brute Force Attempt 40021 vulnerability  brute-force 90.1k |
Mirai.Gen Command And Control Traffic 13974 critical Spyware Spywars g2.8k|
Apache Tomcat Windows Installer Default Account Access Vulnera.. 34160 high vulnerability  code-execution 30.1k |
Morto RDP Request Traffic 13274 m Spyware net-worm 24.7k |
Microsoft Windows Server Service Remote Stack Overflow Vulnerab... 31922 ‘medium vulnerzbility  overflow 18.3k|
others others others others 159.0k 1

R RFARERERERS, SHARNBE(Brute-Force), HEMZANPIRY, RALAETREEMARIEEESIE. ARBOAEH/IEGHERS
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@ count w

Home

5.00k
0
-2 4002719 -+~ 4096653 - 3801352 4090209 4004515 -~ 4084846 - 40460024 - 4063920
=~ 4083753 == 4047604 3802242 4000120 = 4045161 - 3827234 == 40060033 -8 4058287

4009876 - 3804587 4030951 == 4087804 - 4035391 -+ 3805429 - 40714936 = 4096705
== 4050143 3824148 -+ 4029462 = 4082391 4068972 3819953 - 4082606 -+ 40422861
1/2%

Source Address Source User Count

IP_140.127.40.3 MNone 73.0k I

IP_140.127.41.248 Mone 2.1kl

IP_140.127.41.250 Mone 3550

nopaml.nknu.edu.tw MNane 314 0

140.127.41.249 Mone 2071

140.127.43.194 Mone 102 1

140.127.61.122 Mone 141 0

140.127.54.181 Mone 133 0

140.127.54.251 Mone 107 1

140.127.68.154 Mone g4

others others ey |

FREA : 140.127.40.3%4 A #Domain Name Server, R REEKS ; K5, 140.127.41.248-2508! &R K TR IR R HE A,
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Applications Using Non Standard Ports EYER

@ bytes O sessions O threats O content O URLs

Home

Application Non-Standard Ports

BO
mega-base

s 01N .

Port Application Risk Bytes Sessions Threats Content URLs
B0 mega-base 3 727N 4.3k 0 ] 0
12548 afp s £ 1.5G1 4511 0 0 1]
81 web-browsing (4] 1.4G1 32.0k W 0 0 0
BOEBO web-browsing B 944.0M 1 70.8k 1IN 190 §] 0
19305 stun a a39.9M 1 an | ] 0 ]
10050 web-browsing ﬂ 4729.09M1 192.0k IR 0 0 0
21010 octoshape a 409.0M1 11 0 ] ]
000 55l a 402.2M1 1101 ] 0 ]
2082 web-crawler 240.6M 1 16.8k1 0 0 0
21023 octoshape ﬂ 171.1M1 31 0 0 0
othars othears others 2461 278.0k NN 17 I 0 0

REA : MERHEDEHEFRRSHAE S Eport, F40 - 2% (Web-browsing) AHTTPEHTTPS, 12418855 5A480%k 443, I Lk AEAST.
8080. 10050, FH4t, BIEEOEEAHTTPIRTS, {Emega-basef@EITHEESFRHEE, KMFIAERIRS0EMEMIZN | BB EAMLE T HTHE,
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Rules Allowing Apps On Non Standard Ports

@® bytes O sessions O theats O content O URLs 5 e
--

Home

Rules Allowing Apps On NonStandardPorts

B
UR

Rule Application Risk Bytes Sessions Threats Content Ls
allow-all_OUTBOUND mega-base - 76.5C MEEEEE 4.5k | 0 0 0
allow-all_INBOUND web-browsing 1.9G1 95.4k N 200 0 0
allow-all_OUTBOUND afp & 1.5G| 4511 0 0 0
allow-all_CUTBOUND octoshape 1.3G| 3.2k 1 0 0 0
allow-all_OUTBOUND web-browsing 1.3G1 3264 N 130 I 0 0
allow-all_CUTBOUND stun E 945.5M | 2.5k 1 ] ] ]
allow-all_INBOUND ssl 583.4M | 18.9k 1 L] L] 0
allow-all_INBOUND web-crawler 305.6M | 23.8k 1 0 0 0
allow-all_CUTBOUND http-video 235.6M | 1201 Q Q ]
allow-all_CUTBOUND 58l 151.6M | 19.2k 1 Q L] 0
others others others 563.8M| 103.3k Il 41 Il 0 0
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Blocked Application Activity BEYERA
@ threats O content O URLs [ 1 '
Home

Application Categories
networking ~~ |usnesssysiems

general-intemet

Application Risk Count
telnet 504,k I
ms-ds-smb @  297.0k IR
ms-rdp 114.8k I

unknown-udp 9.5k m

messgl-mon 5.5kl

web-browsing 46,7k IR

dns £86.3k I

sip 2.0k M

pop3 1.0k W

smtp 8 10.1k W

others others 308.2k I
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1 | |
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Mirai.Gen Command And Control Traffic

Apache Tomcat Windows Installer Default Account Access Vulnerability
Morto RDP Request Traffic

Microsoft Windows Server Service Remote Stack Overflow Vulnerability
Virus. parite:formatmel.gicp.net

others
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others

brute-force
Lnknown
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Spyware
code-execution
net-worm
overflow
unknown
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A00M

E i
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1.10M 1.20M

Count

512.0k HE

2744k 0
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100.8k 1
90.1k1
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24.7k |
1B8.3k|
10.9k |
129.1k N
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