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vulnerability: 72.15M (72,149,262)
spyware: 1.30M (1,301,255)
virus: 191 (191)
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spyware I 1.30M

virus 191
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Suspicious HTTP Response Found 30825 vulnerability protocol-anomaly 70.4M I
NetBIOS nbtstat query 31707 vulnerability info-leak 1.3M|
Suspicious TLS Evasion Found 14978 Spyware spyware 845.2k |
Suspicious HTTP Evasion Found 14084 spyware spyware 309.7k |
UNIX Portmapper Remote Infomation Retrieving Attempt 32796 vulnerability info-leak 177.4k |
SSH User Authentication Brute Force Attempt 40015 [m vulnerability brute-force 87.8k|
DNS ANY Queries Brute Force DOS Attack 40033 ‘medium | vulnerability brute-force 41.9k |
HTTP Non RFC-Compliant Response Found 32880 vulnerability info-leak 33.7k |
SCADA Modbus Read Reguest to a PLC Attempt 31667 vulnerability info-leak 29,9k |
SCADA Modbus Device Identification Read Attempt 31649 m vulnerability info-leak 29.9k |
others others others others 197.5k |
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ARFAEZTHATER. XRAENER)ERITRE , AERRESHRAET , BBENUSERRBETERAZ A (Tenet) ABRE ; Rz , 5
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=8~ Suspicious DN5 Query (generic:so—sorry.ddns_net) -+ genernic_windows—movie-maker_org

-8 Suspicious DNS Query {(genenc:bjscpk] Orpweme_bad) Suspicious DN5 Query (genenc.browsing—securnty_review)
Suspicious DN5 Query (generic:cgjyesqhxzzm._com) Suspicious DN5 Query (generic: 1 6ybyb.soyaa. accountant)
== Suspicious DN5 Query (TrojanDropper.cresus:yckz.in_.3322 _org)
1/2%W
Hrig-H B e =t
140.127.74.153 Mone 26 I
192.26.136.242 Mone 5 I
140.127.45.140 MNone 2Im
140.127.66.31 Mone 1
140.127.62.123 MNone 1N
ma2.oece.nknu.edu.tw Mong 1M
¥C-NAS MNone 1l

FREA : 140.127.40.38Z B Domain Name Server , R iTXEES ; K& , 140.127.41.248-250 8|l B AR EAF MK 2L B E A
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Port ERES Bl
36570 shoutcast 4.0c NN  72.6kH 0 0 0
40002 stun H 2.9G I 111 0 0 0
25043 qvod 2.7G I 11 0 0 0
2100 http-video 436.3M B 68 | 0 0 0
8080 web-browsing 4| 274.3M 1 3.6kl 571 0 0
8080 http-video 222.8M1 101 0 0 0
63653 teredo 211.5M 1 51 0 0 0
65005 ftp 196.0M 1 11 0 0 0
60538 ftp 195.7M 1 11 0 0 0
16762 qvod 180.4M I 41 0 0 0
others others others 1.6 N 227.0k IIEEEEE 5.1« I 0 0

REA : BRI EPAE Y TR REEEE Eport , Hl0 : AEBM(Web-browsing) BHTTPEHTTPS |, ZEX%388% 5 31 A80%443 , BE LR EFE A1,
8080. 10050, B4\ , EIHEBOEEAHTTPIRIS , {Emega-baseBHTRRS ERK , RMAIAEHES0 A MBIER | FBUEATHE — L 5T,
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* NKNU-Outboud-All shoutcast 4.9 N 22.6k W 0 0 0
NKNU-Outboud-all qvod 3.0G I 1951 ] ] 0
NKNU-Outboud-All stun 2.9G I 5381 0 0 0
NKNU-Inbound-All ftp 1.26 1.5k | gl 0 0
NKNU-Outboud-All « [=]http-video 659.1M B 781 0 0 0
NENU-Outboud-All web-browsing 417.7M 1 129.0k NN 441 0 0
NKNU-Outboud-All teredo 228.5M | 1041 0 0 0
NKNU-Outboud-All ssl 186.6M 1 41.9k I 4.3k I 0 0
NKNU-Inbound-All ssl 156.9M | 7221 gl 0 0
NKNU-Inbound-All ssh 100.3M | 1.8k | 4871 0 0
others others others 289.4M 1 54.3k I 2411 0 0
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EHES Elka ElE:d
portmapper H 1774

unknown-udp 71.0k I
ssh 87,8k I
telnet 22.2k I

ms-rdp 4 | 6.0k Bl

sip 4] 7.5k N

mssqgl-db H 1.6k H

web-browsing 4.9k I

ftp 3250

ms-ds-smbv1 El 8.5k I

others others  43.4k G




EHHERBERE XD M

RS
ON-% ;
=1

virus 1589

0 50 00k 10000k 150,00k 20000k 250 00k 30000k 350.00k 40000k

BEAH 1D ERE A EREHER BEtE 5

" UNIX Portmapper Remote Infomation Retrieving Attempt 32796  vulnerabilty  info-leak  low | 177.4k I
SSH User Authentication Brute Force Attempt 40015  vulnerability  brute-force [ high | g7.8k
DNS ANY Queries Brute Force DOS Attack 40033 vulnerability  brute-force  medium 41.9k N
Metis/MNetcore Router Default Credential Remote Code Execution Vulnerability 30587  wvulnerability code-execution m 28.5k1
ZeroAccess.Gen Command and Control Traffic 13235  spyware botnet 24.9k 1
Telnet Authentication Brute Force Attempt 40009  vulnerability  brute-force [ high | 19.6k 1
Win32.Conficker.C p2p 12544  spyware adware 11.4k1
SMB: User Password Brute Force Attempt 40004  vulnerability  brute-force [Eﬂ g.1k1
Sipvicdious. Gen User-Agent Traffic 13272  spyware spyware [ low | 7.5k |
ASUS/Netcore Router Default Credential Remote Code Execution Vulnerability 39438 vulnerability code-execution  [imeinud 7.1k |

others others  others others 17.3k1
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