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REMERF=H) :

vulnerability: 12.88M (12,875,952)
flood: 266.480k (266,399)
spyware: 169.76k (169,757)

B Z 558 Report

Time
07/01 00:00:00-07/31 23:59:59

Virtual System
vsys1

HEERINGRREENES BLERREVTEEREFEVRBAENEARNE:  CAFEEEBAE  EHUEABRXPELE
E, IREERERKE, SSLLHMBRENMEEAT. BEHIPSHARBIEEEAER., XBERFINERR. BEEEX. URL, B
FHRBRTARSHUEESEX CANBER , KBEETNZE2MRA , BEBLEEASHBRHANT I , E—FDrop & I [F ¥ &% H
W, REINER BB,

BESEADR

) (Valnerability)

B FREX 88 (Spyware)

87 & =X (Floor)

fmE(Virus) , &



Threat Activity BEYES
@ threats =

Home

ficod [ 266.40k
SpyWware ' 169.76k
Virus 397

wildfire—virus 44

4] 1.00M 2.00M 3.00M 4. .00M 5.00M B6.00M 7.00M 5.00M S.00M 10.00M 11.00M 12.00M 13.00M
Threat Name 1D Severity Threat T... Threat Cat... Count
DS ANY Queries Brute Force DOS Attack 40033 vulnerability brute-force 12.4M N
Session Limit Event 8801 fload unknown 266.4k |
SSH User Authentication Brute Force Attempt 40015 [ high | vulnerability brute-force 245.8k |
SMB: User Password Brute Force Attempt 40004 [ high | vulnerability brute-force 67.8k |
Metis/Metcore Router Default Credential Remote Code Execution Vulnerability 39587  high | vulnerability code-execufi..  45.7k|
Apache HTTP Server mod_log_config Null Cockie Denial of Service Vulnerabi... 34945 edit vulnerability dos 45.0k |
generic:temp.mail-issue.top 3824320 sovware unknown 40.7k |
Gafgyt.Gen Command And Control Traffic 14638 mediul spyware spyware 30.4k |
Mirai.Gen Command And Control Traffic 13974 critical spyware spyware 28.0k |
Sipvicious. Gen User-Agent Traffic 13272 [m spyware spyware 21.3k |
others others others others 135.7k |

AR WRBRREEARES  SHARDYE(Brute-Force) , ERERANMEY , RAFAETHEREAEREEE. BRNAGH/IEHES
ARFAEETHATER. XRRENER)ERITRE , AERBEERRET , BBHINUSERRBETERLR A (Tenet) ABREE ; Rz, 5t
HEBHANREREEARR , FEETRINE ; 5IEME , ERNIHREAR , ZIEHRAUSHRANAREEESAR, FMLE , BB A RSHLY
, AIBh EE AR IR



IREHTEREEBEARIHE

Hosts Resolving Malicious Domains

-2~ genernic:temp.mail-issue top =% Suspicious DN5 Query (generic:so—sorry_ddns_net)

=B Suspicious DN5 Query (Backdoor_bladabindizintheland_ddns_net) Suspicious DN5 Query (generic:bjscpk 1 0rparvme _bid)
Suspicious DN5S Query (genernic:pduprgkrikvswnwg_pw) Suspicious DNS Query (generic: 1 bybyb_soyaa accountant)
== Suspicious DNS Query (Malware_fareitvb-alleiddiesel.com) -8 Suspicous DN5 Query (generic:1 lwgp_win)
1/sY

Attacker Attacker Name Count
IP_140.127.40.3 Mone 42 4k I
140,127 .49.223 MNone 2.8 I
140.127.44.153 Mone 684l
IP_140.127.41.248 Mong 2120
smip.inservice.edu.tw None ozl
140.127.43.147 MNone %Y |
140.127.49.39 Mone 261
nopaml.nknu.edu.bw MNona 1510
IP_140.127.41.250 MNone i |
140,127 .49.52 MNone gl
others others 710

SREA : 140.127.40.3R8 4K Domain Name Server , E T XEES ; K& , 140.127.41.248-250 8l B AR EIF MR LB EA
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RIEFEEportZ AppsiE L

Applications Using Non Standard Ports

® bytes (O sessions (O threats ) content O URLs s
Home

on-Standard Ports

Port Application Risk Bytes Sessions Threats Content URLs
5000 ssl [4] 20.0G I 551 0 0 0
5001 ssl 10.3G I 2631 0 1] 0
2082 web-crawler Ry | 127.0k I 0 0 0
81 web-browsing 2360 43.9« M 0 0 0
444 ssl 1.4G1 106.6k I 0 0 0
BOB0 http-video 503.0M 1 471 0 1] 0
10050 web-browsing 486.9M 1 2245 O 0 0
B080 web-browsing 195.0M1 52.8k I 106 I 0 1]
0596 web-browsing 155.6M 1 21 ] ] 0
1688 web-browsing 117.6M1 1801 0 1] 0
others others others 479.6M1 90.7k I 17 0 0

REA : BRI EPEHY TR RBEE TS Eport , Hl0 : AEBM(Web-browsing) BHTTPEHTTPS , ZX%388% 5 31 A80%443 , R iR G A1,
8080, 10050, F4\ , EHHRBOEERHTTPARTS , {Emega-baseEITHRS ERY , KA ARIRS0 A MR ; FiBHEA T — L5 TR,



REE R R 2Eport .z FE RIS RE 20 o

pps On Non Standard Ports

o

® bytes (O sessions () threats ) content ) URLs

Home

Rules Allowing Apps On NonStandardPorts

Rule Application Risk Bytes Sessions Threats Content URLs
allow-all_INBOUND 55 Jioc N 1154k N 0 0 1]
allow-all_INBOUND web-crawler 4.0G0H 127.4k N 0 0 0
allove-all_INBOUMND: web-browsing 2561 101.6k N 107 I ] 0
allow-all_OUTBOUND web-browsing 7e1.6M1 235.5k IR 0 1] 0
allow-all_oUTBOUND http-video 503.0M | 47 | 0 0 0
allow-all_OUTBOUND 55 78.3M | 3.5k | 0 0 0
Allow_Service WebITR_In web-browsing 71.0M| 672 | ] ] 0
allow-all_INBOUND ms-rdp 50.9M | 45| 0 ] 0
allow-all_OUTBOUND ms-rdp 47.5M | 21 0 0 0
allow-all_INBOUND http-audio 15.0M | 6l 0 0 0
others others others  37.9M| 61.6k H 1l 0 0




HIHAYEE) Report

Time
07/01 00:00:00-07/310 23:59:59

Virtual System
vsys1



EHHETREE 2 ERHRSED M

Application Activity EYEBE
@ threats (O content O URLs m il

Home

Application Categories
networng

Application Risk Count
unknown-udp ge.ck M
dns 12.4M

sip 21.3kH
ms-rdp 9.8k M
web-browsing 953k M
telnet 2 | 28.6k W
ntp 2.5kl
smitp 7.5kl
mysql 1.5k
ftp 2.0k M
others others 583.8k HN




EHERERERH DM

Blocked Threats

@) threats =
Home

fiood [ 266 40k
Spyware I 133.86k
virus | 594

wildfire-virus | 44

o 1.00M 200M 300M 400M 500M 600M 7OOM S00M S00M 1000M T11.00M 12.00M 13.00M
Threat Name 1D Thre... Threa... Sev... Count
DNS ANY Queries Brute Force DOS Attack 40033 wvulne. brutef. [0 12.4M|
Session Limit Event 8801 flood  unknown 266.4k
SSH User Authentication Brute Force Attempt 40015 wulne.. brutef.. [ 245.8k
SMB: User Password Brute Force Attempt 40004 wulne.. brutef. [  67.8k
Metis/Metcore Router Default Credential Remote Code Execution Vulnerability 30587 wulne.. codee. [N 45.7k
Apache HTTP Server mod_log_config Null Cookie Denial of Service Vulnerability 34945 wulne.. dos B 4s.0k
generic:temp.mail-issue.top 382... spyw.. unknown QuGLES 407k
Mirai.Gen Command And Control Traffic 13074 spyw.. Spyware 28.0k
Sipvicious. Gen User-Agent Traffic 13272 spyw.. spyware [V 21.3k
ZeroAccess.Gen Command and Control Traffic 13235 spyw.. botnet 18.8k

others others others  others 109.0k




BHEELHRAZBHABS B

Blocked User Activity

@ threats O content (O URLs =

Home

ity | | > 57
fiood [ 266.40x
spyware I 1 33.36[}

virus 594

wildfire-virus | 44

0 1.00M 200M 300M 400M 500M 6.00M 7OOM S00M S00M 10.00M 11.00M 12.00M 13.00M

Attacker Name Count
MNone 13.2M I




