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vulnerability: 4.13M (4,134,127)
flood: 383.80k (383,796)
spyware: 255.85k (255,848)
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Threat Activity

(® threats

Ll

fiood [N 323 80k
SpyWware - 255 85k

Virus 1.86k

wildfire-virus 713

0 50000k 1.00M 1.50M 2.00M 2.50M 3.00M 3.50M 4 00M 4 50M
Threat Name 1D Sev... Thre... Threa... Count
DMNS ANY Queries Brute Force DOS Attack 40033 [0 vulne.. brutef.. 3.9M |
Session Limit Event 8801 flood  unknown 383.8k
Metis/MWetcore Router Default Credential Remote Code Execution Vulnerability 30587 [ wulne.. code-e.. 129.8k
generic:temp.mail-issue.top 382 EuGGES spyw.. unknown 711k
HTTP SQL Injection Attempt 30514 [ i vulne.. sghinje.. 58.8k
ASUS/Netcore Router Default Credential Remote Code Execution Vulnerability 39438 e vulne.. code-e.. 45.3k
Gafgyt.Gen Command And Control Traffic 14638 i B SpYW...  spyware 28.3k
Mirai.Gen Command And Control Traffic 13074 [N soyw.. spyware 264k
Apache Benchmark Brute Force DOS Attack 35075 vulne... brutef..  25.1k
Sipvicious. Gen User-Agent Traffic 13272 [m SDYW... Spyware 24.2k
others others others others 230.2k

AR WRBRREEARES  SHARDYE(Brute-Force) , ERERANMEY , RAFAETHEREAEREEE. BRNAGH/IEHES
ARFAEETHATER. XRRENER)ERITRE , AERBEERRET , BBHINUSERRBETERLR A (Tenet) ABREE ; Rz, 5t
HEBHANREREEARR , FEETRINE ; 5IEME , ERNIHREAR , ZIEHRAUSHRANAREEESAR, FMLE , BB A RSHLY
, AIBh EE AR IR
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Hosts Resolving Malicious Domains
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-0 Suspicious DNS Query (genenc:xlhekhigari.motherof2.ru) -# generic:temp.mail-issue_top

-2 Suspicious DN5 Query (generic:so—sorry.ddns_net) Suspicious DNS Query (generic:Ingpbiywbmfuuk_me)
Suspicious DNS Query (generic:aabolt_dk) - generic:conf v xunleicom =% Suspicious DN5 Query (generic:1 Twqp_win)
-2 Suspicious DNS Query (Malware_fareitvb-alleiddiesel.com) =& Suspicious DN5 Query (generic: 1 bybyb_soyaa. accountant)
1/6' W
Attacker Attacker Name Count
IP 140.127.40.3 Mone 103.9k I
ip82.ip-147-135-204.2u MNone 5.5k
140.127.49.223 MNone 5.2kl
IP_140.127.41.248 Mone 1.0k N
IP 140.127.41.250 Mone 2040
140.127.41.249 None 187 0
140.127.44.153 MNone 1711
140.127.54.20 Mone 65 0
140.127.54.109 Mone 500
IP-140.127 .40.194 None SON
others others 421

SREA : 140.127.40.3R8 4K Domain Name Server , E T XEES ; K& , 140.127.41.248-250 8l B AR EIF MR LB EA
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Applications Using Mon Standard Port=s

@® bytes (O sessions (O threats (O content ) URLs m
Home

Port Application Risk Bytes Sessions Threats Content URLs
5006 ssl [4 ] 43.2C IEEEEEEE 2.4k NN 0 0 0
6060 ms-rdp 13.1G Il 151 0 0 0
81 web-browsing 1.5G1 28.6k H 0 0 0
444 ssl 020.3M | 38.0k I 0 0 0
1114 ms-rdp 4] 913.8M 1 21 ] 0 0
51600 ftp 690.9M | 1l 0 0 0
64804 stun 495.6M | 1l 0 0 0
52068 stun 465.2M | 11 0 0 0
10050 web-browsing 4] 347.2M1 150NN O 0 ]
Bosn web-browsing 308.4M | 77.7k IR 354 I 0 0
others others others 2.6G1 1557 N 4 H 0 0

A ARBEPEHBETRREHESEport , Hli0 . BEBM(Web-browsing) BHTTPEHTTPS , Z%I85E 5 Bl A80K% 443 , B LiRGFHS1,
8080, 10050, B4\ , EEHEBOEEAHTTPHRT , {Emega-basefETHRS ERK , RMAIABRS0 /MR ; FBUEFATHE — 55,



REE R R 2Eport .z FE RIS RE 20 o

Home

Rule Application Risk Bytes Sessions Threats Content URLs
allow-all_OUTBOUND 55l 43.3C I co.4k Il 0 0 0
allow-all_INBOUND ms-rdp 141610 911 0 ] i)
allow-all_INBOUND web-browsing 2.3G1 161.2- N 204 N ] 1]
allow-all_INBOUND stun E 1.4G1 519 | 0 0 0
allow-all_INBOUND 55l 1.1G1 435k W 0 0 0
allow-all_OUTBOUND stun 990,2M | 6.9k | 0 0 0
allow-all_INBOUND ftp E 745.6M | 222 | 11 0 0
allow-all_OUTBOUND web-browsing 301.9M | 177.6k I 0 0 0
allow-all_INBOUND web-crawler 108.8M | 7.1kl 0 0 0
gllow-all_OUTBOUND mcafee-update 22.0M | 314 0 ] i)
others others others 103.1M | 54.7k Il 41 0 0
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cation Activity

@ threats (O content () URLs -

B o Ih

Home

Application Categories
networlong  unknown

general-intemet

Application Risk Count
unknown-udp 206.2k I
dns 3.9M

sip 24.2k W
web-browsing 1403k I
ms-rdp 9.7k
telnet 26.8k W
smip 5 | 4.9k N
ntp 1.2kH
mysql 1.3k N
ftp 1.5k

=

others others 4096k NN
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Blocked Threats

{®) threats =

Home

fiood [ 385 80k
spyware - 209.59K

virus 1.85k

wildfire-virus 712

0 500.00k 1.00M 1.50M 2.00M 2.50M 3.00M 3.50M 4_00M 4 50M
Threat Name 1D Thre... Threa... Sev... Count
DNS ANY Queries Brute Force DOS Attack 40033 wulne.. brutef.. B8 3.8MI
Session Limit Event 8801 flood  unknown 383.8k
Netis/Metcore Router Default Credential Remote Code Execution Vulnerability 39587 wvulne.. codee.. [IN] 129.8k
generic:temp. mail-issue.top 382 .. spyw.. unkmown B 71.1k
HTTP SQL Injection Attempt 30514 wvulne.. sgl-inje... 53.8k
ASUS/Netcore Router Default Credential Remote Code Execution Vulnerability 39438 wvulne.. codee.. [ 453k
Mirai.Gen Command And Control Traffic 13974 spyw... spyware 26.4k
Sipvicious.Gen User-Agent Traffic 13272 spyw.. spyware [N 24.2k
ZeroAccess.Gen Command and Control Traffic 13235 spyw.. botnet 23.4k
Apache HTTP Server mod_log_config Null Cookie Denial of Service Vulnerability 34045 vulne.. dos T 228k

others others others others 163.0k
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Blocked User Activity
@® threats (O content ) URLs =

Home

wineraie | 1
food [N 383 80k
spyware - 209.59K

virus | 1.85k

wildfire-virus 712

0 500,00k 1.00M 1.50M 2.00M 2.50M 3.00M 3.5CM 4.00M 4.50M

Attacker Name Count
MNone 4. 7M I




