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RENRFEI=H):

vulnerability: 11.73M (11,733,454)
flood: 2.48M (2,477,511)
spyware: 160 (160)
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virus 160

wildfire-virus 45

0 1.00M 2.00M 3.00M 4 00M 5.00M 6.00M 7.00M 5.00M 9 .00M 10.00M  171.00M 12.00M
ERAH ID o Wi g EERiaR ExREaEmpl HE
DMS ANY Queries Brute Force DOS Attack 40033 dium vulnerability brute-force 7.2v I
Suspicious HTTP Response Found 39825 vulnerability protocol-anomaly 22MHE
Suspicious TLS Evasion Found 14978 Spyware spyware 1.5M0
NetBIOS nbtstat query 31707 vulnerability info-leak 1.3M 0
Suspicious HTTP Evasion Found 14984 spyware spyware 646.7k 1
Telnet Authentication Brute Force Attempt 400049 m vulnerability brute-force 350.7k 1
Linux. XorDDoS.Gen Command and Contral Traffic 13306 spyware spyware 282.3k |
UNTX Portmapper Remote Infomation Retrieving Attempt 32796 [ low | vulnerability info-leak 229.5k1
Ncrack RDP scan 36266 vulnerability info-leak 153.1k |
SSH User Authentication Brute Force Attempt 40015 m vulnerability brute-force 74.1k |
others others others others 280.2k1

AR WRBRREEARES  SHARDYE(Brute-Force) , ERERANMEY , RAFAETHEREAEREEE. BRNAGH/IEHES
ARFAEETHATER. XRRENER)ERITRE , AERBEERRET , BBHINUSERRBETERLR A (Tenet) ABREE ; Rz, 5t
HEBHANREREEARR , FEETRINE ; 5IEME , ERNIHREAR , ZIEHRAUSHRANAREEESAR, FMLE , BB A RSHLY
, AIBh EE AR IR
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-8~ Suspicious DN5S Query (genernic:07 super5566_.com) =% Suspicious DN5S Query (generic:Iingpbiywbmfuuk_me)

- Suspicious DNS Query {(genenc:hvwc_cc) Suspicious DNS Query (genenc:arsalanshah_ vpnsox_biz)
Suspicious DN5S Query (generic:shiwanle com) Virus_virut-formatmcl_gicp_net
== Suspicious DN5 Query (genencwww_cyberfreakz of) -8 Suspicious DN5 Query (Backdoor_bladabindi:leka ddns_net)
1/3%
B BHRERHE =té
140.127.62.155 Mone 1.3k I
140.127.74.153 Mone 074 I
140.127.37.79 Mone 101 N
140.127.37.56 Mone 40l
zdept. phy.nknu.edu.tw Mone 270
140.127.80.247 Mone 100
140,127 .80.154 Mone e |
140.127.80.58 Mone Y |
140.127.80.188 Mone ) |
sc14.oece.nknu.edu.tw Maone 40
others others 250

FREA : 140.127.40.3/Z B Domain Name Server , HEZFTXEES ; K& , 140.127.41.248-250 8|l B AR IEAR M EE s i E Ao
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Application Non-Standard Ports

Port ERER Bl fonEH [l R EES

8080 http-video E 2.260 I g1 ] 0 0
80 mega-base E 1.4G I 221 0 0 0
21612 stun ﬂ 213.1M N 41 ] 0 ]
0696 ssl H 140.4M 0 23.1k . 0 0 0
19302 stun ﬂ 139.0M 0 7.7kl ] 0 0
46717 gvod ﬂ 103.6M 10 31 ] 0 0
51213 stun ﬂ g7.2Mm1 21 ] 0 0
3128 ssl ﬂ 76.6M1 567 1 525 I 0 0
37385 gqvad ﬂ 73.8M1 11 ] 0 0
BOOO web-browsing (4 | g4.9M 1 70.0k I ] ] ]
others others others B63.0M I 73.o0k I 1.3 D 0 0

R ERBERESHETRREEES Eport , N - FEBIR(Web-browsing) BHTTPEHTTPS , {Z2%#185% % Bl 5A80K% 443 , BE FiRE S,
8080, 10050, B4\ , EIHEBOEEAHTTPIRTS , Emega-baseBHTRRS ERK , KA ARk /MBI  FBUEATHE — L 5T,
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Rules Allowing Apps On NonStandardPorts

-I !

#na EHER BElka i EH o3 BER

NKNU-Outboud-Al http-video B 22NN 51 0 0 0
NKMU-Outhoud-all mega-base El 1.4G I 221 0 0 0
MEMU-Inbound-All stun ﬂ 510.9M IR 1.9k1 0 0 0
MNEMU-Outhoud-All stun ﬂ 327.7M A 11.5k ] ] 0
MKMNU-Outhoud-All web-browsing (4 | 287.5Mm A BO.Ok NN 1:E N 0 i
NENU-Outhoud-All sgl H 250.2M A 26.0k N 1.4k I ] 0
NEMU-Inbound-All gvod [ 4 | 177.4M1 41 0 0 ]
MNEMU-Outhoud-all flexnet-publisher EE 48.6M 1 25.3k Il 0 0 ]
MKMU-Inbound-All web-browsing (4 | 42.3Mm1 5.5k 1 P EY | 0 i
NENU-Outboud-All mcafee-update B 40.5M | 1571 0 0 0
others others others  86.5M1 24.6k N anl 0 0
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@z Ofas O URL T
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Application Categories
networking

EHIER Elba ELE
portmapper E 229.5k Il
unknown-udp 101.5k W
telnat 353.8k HE
dns 7.2M

ssh 74.1k W
ms-ds-smb 0 16.4k W
ms-rdp 12.6k W
unknown-tcp 262.3k N
sip 4.2k W
mssql-db 1.8k
others others  10.1k H
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Spyware - 349 29k

virus 160

wildfire-virus |45

0 1.00M Z2.00M 3.00M 4.00M 5.00M 5.00M 7.00M 3.00M 9.00M
BEEAE D ErEian EEER HE
DNS ANY Queries Brute Force DOS Attack 40033  wvulnerzbility  brute-force medium 7.2V
Telnet Authentication Brute Force Attempt 40009  vulnerability  brute-force [ high | 350.7k |
Linux.XorDDoS.Gen Command and Control Traffic 13306  spyware Spyware 282.3k |
UMLK Portmapper Remote Infomation Retrieving Attempt 32796  wvulnerability  info-leak [ low | 229.5k |
SSH User Authentication Brute Force Attempt 40015  wvulnerzbility  brute-force [ high | 74.1k|
Metis/Netcore Router Default Credential Remote Code Execution Vulnerability 39587  vulnerability code-execution [N 39.1k|
ZeroAccess.Gen Command and Control Traffic 13235  spyware botnet critical 31.2k|
ASUS/MNetcore Router Default Credential Remote Code Execution Vulnerability 39438  vulnerability code-execution  FEd 18.7k |
Win32.Conficker.C p2p 12544  spyware adware 12.6k|
Morto RDP Request Traffic 13274  spyware net-worm [ low | 12.6k|

others others  others others 38.2k |
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Blocked User Activity

@ threats O content (O URLs =

Home

neraonry - [ S 1 55

fiood [ 338.41k
Spyware I 173.70k
wildfire-wvirus 12.71k

virus | 474

0 1.00M 2.00M 3.00M 4.00M 5.00M 5.00M 7.00M &.00M S.00M 10.00M 11.00M

Attacker Name Count
Mone 11,31 |




