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REBRGE=H):

vulnerability: 10.56M (10,564,062)
flood: 338.41k (338,409)

spyware: 232.44k (232,437)
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Virtual System
vsys1

HEERINGRREENES BLERREVTEEREFEVRBAENEARNE:  CAFEEEBAE  EHUEABRXPELE
E, IREERERKE, SSLLHMBRENMEEAT. BEHIPSHARBIEEEAER., XBERFINERR. BEEEX. URL, B
FHRBRTARSHUEESEX CANBER , KBEETNZE2MRA , BEBLEEASHBRHANT I , E—FDrop & I [F ¥ &% H
W, REINER BB,

BESEADR

) (Valnerability)

B FREX 88 (Spyware)

87 & =X (Floor)
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Threat Activity BETEES

(®) threats =

fiocod [ 338 41k

spyware . 232 44K

wildfire-virus 12.71k
Virus 436
0 1.00M 2.00M 3.00M 4 00M 5.00M 6.00M 7.00M 2.00M 9.00M 10.00M 11.00M

Threat Name ID Seve... Thre... Threat... Count
DNS ANY Queries Brute Force DOS Attack 40033 iy vulne_. brutefo.. 10.4M|
Session Limit Event 8801 flood unknown 338.4k
generic:temp. mail-issue.top 3824 o spyw... unknown 75.8k
Metis/Metcore Router Default Credential Remote Code Execution Vulnerability 30587 [ wulne.. codeex. 67.4k
ASUS/Metcore Router Default Credential Remote Code Execution Vulnerability 30438 s vulne_. codeex.. 404k
Gafgyt.Gen Command And Control Traffic 14638 (BS Spyw... spyware 32.7k
Mirai.Gen Cammand And Control Traffic 13974 spyw.. spyware  28.2k
Suspicious User-Agent Strings 10004 [0 spyw... sSpyware 21.1k
VordPress Login Brute Force Attempt 40044 vulne.. brutefo... 16.3k
Joomla-BruteForce 43435 vulne.. unknown 13.7k
others others others  others 159.1k

AR WRBRREEARES  SHARDYE(Brute-Force) , ERERANMEY , RAFAETHEREAEREEE. BRNAGH/IEHES
ARFAEETHATER. XRRENER)ERITRE , AERBEERRET , BBHINUSERRBETERLR A (Tenet) ABREE ; Rz, 5t
HEBHANREREEARR , FEETRINE ; 5IEME , ERNIHREAR , ZIEHRAUSHRANAREEESAR, FMLE , BB A RSHLY
, AIBh EE AR IR
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Hosts Resolving Malicious Domains EYES

® count o
800k
J//g——ra»__m__ﬁ;hwf&\
" ‘__“HLHK““K\_‘
0 gy e 4 £ : PO —
01 o7 13 19 25 31

=0~ generncitemp.mail-issue top = genencconf v.xunlei.com

- Suspicious DNS Query (generic:tner gooleadservices_com) Suspicious DNS Query (generic.btmxaetlgmebocgxxo_me)
Suspicious DNS Query (generic-lientes_harvestfiles_net) -0~ Suspicious DN5 Query (generic:celebrapack com)
=+ generic: windows—movie-maker.org -8 Suspicious DN5 Query (generic:xzkloooy org)
1/8W
Attacker Attacker Name Count
IP_140.127.40.3 MNone 0.3k I
140.127.49.223 MNone 2.2kl
P 140.127.41.248 MNone o067 i
IP_140.127.41.250 Mone 2300
140.127.52.4 MNone 193 0
140.127.61.205 MNone 102 1
140.127.41.249 MNone 711l
IP-140.127.40.194 Mone 42 11
140.127.41.251 MNone 370
140.127.51.68 MNone 200
others others 2331

SREA : 140.127.40.38 &K Domain Name Server , ME X EBES ;. XS , 140.127.41.248-250 Q| B AR EAZ M IR RAEE A,
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Applications Using Non Standard Ports
® bytes O sessions (O threats O content O URLs o
Home

Application Non-Standard Poris

Port Application Risk Bytes Sessions Threats Content URLs
444 ssl 4.6G N £0.1k N 0 0 0
2082 web-crawler 3.2 I 67.7 I 0 0 0
81 web-browsing g3gsM il 13.2k N ] ] a
10050 web-browsing H 332.5M 10 1510k N O ] a
8080 web-browsing 60.9M | 36.4k N 55 I 0 0
Qa3 ssl 42.5M | 6231 0 0 a
8088 websocket E 34.9Mm 1 211 ] ] a
2082 web-browsing 22.0M1 4.4k 1 ] ] a
1008 sl 20.7M 1 2.1kl 0 0 0
9762 ssl 20.6M1 gl 0 0 0
others others others 158.3M1 47.0k I 32 I 0 0

REA : BRI EPAE Y TR REEEE Eport , Hl0 : AEBM(Web-browsing) BHTTPEHTTPS |, ZEX%388% 5 31 A80%443 , BE LR EFE A1,
8080. 10050, B4\ , EIHEBOEEAHTTPIRTS , {Emega-baseBHTRRS ERK , RMAIAEHES0 A MBIER | FBUEATHE — L 5T,
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On Non Standard Ports
®) bytes (O sessions ) threats (O content ) URLs m
Home

Rules Allowing Apps On NonStandardPorts

Bytes Sessions Threats Content URLs

Rule Application Risk

allow-all_INBOUMND 55l 47N 0.3k ] ] 0
gllow-zll_INBOUND web-crawler 3.2 N 68,4k Il 0 0 1]
gllow-all_INBOUMD: web-browsing a53.0M M 50.9k Il 55 I 0 ]
allow-all_OUTBOUND web-browsing 360.7M1 1580k N 0O 0 0
allow-all_INBOUND websocket El 34.9M 1 21 | 0 0 0
gllow-zll_QUTBOUND http-video 18.3M| 1l 0 0 1]
gllow-all_OUTBOUND ]| 14.1M | 1.9k | 1] 0 ]
allow-all_OUTBOUND mecafee-update 13.4M| 60 | 0 0 0
Allow_Service_WebITR_In web-browsing 10.5M | 160 | 0 0 ]
gllow-zll_INBOUND http-zudio 8.7MI 4| 0 0 1]
others others others  16.5M| 39.0k N 32 I 0 0
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(® threats O content ) URLs

Home

Application Categories

networking

Application

unknown-udp
dns

telnet
web-browsing
sip

ms-rdp
kaspersky
ms-ds-smb
mysq|

smtp

others

Risk Count
125.4k W
4 | 10.5M
36.3k M
52.5kH
12.7k W
4 | 10.8k M
12.6k W
0 6.0k H
H 2.1kl
3.7k M
others 353.4k N




EHERERERH DM

Blocked Threats

(®) threats Sa

Home

food [ 338 41k

spyware I 173.70k

wildfire-virus 12.71k

virus | 474
0 1.0:0M 2.00M 3.00M 4. 00M 5.00M 6.00M 7.00M 2.00M 9.00M 10.00M 11.00M
Threat Name D Thre... Threat... Seve... Count
DNS ANY Queries Brute Force DOS Attack 40033 vulne.. brutefo.. [COBE 10.4M|
Session Limit Event 8801 flood unknown 338.4k
generic:temp.mail-issue.top 3824 . spyw... unknown Q=8 75.Bk
Metis/Metcore Router Default Credential Remote Code Execution Vulnerability 30587 wvulne.. codeex.. [P  67.4k
A5US/Netcore Router Default Credential Remote Code Execution Vulnerability 39438 wulne.. codeex. (g 40.4k
Mirai.Gen Command And Control Traffic 13974 spyw.. spyware 28.2k
Joomla-BruteForce 43435 vulne_. unknown 13.7k
Virus/Win32. WGeneric. Inrjj 3076... wildfi.. unknown [ 12.7k
Sipvicious.Gen User-Agent Traffic 13272 spyw.. spyware (R 12.7k
HTTP SQL Injection Attempt 38531 vulne.. sqlinje.. BN 11.4k

others others others others 117.3k
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Blocked User Activity

@ threats O content (O URLs =

Home

neraonry - [ S 1 55

fiood [ 338.41k
Spyware I 173.70k
wildfire-wvirus 12.71k

virus | 474

0 1.00M 2.00M 3.00M 4.00M 5.00M 5.00M 7.00M &.00M S.00M 10.00M 11.00M

Attacker Name Count
Mone 11,31 |




