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vulnerability: 14.26M (14,255,539)
flood: 320.50k (320,496)
spyware: 177.50k (177,502)
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Threat Activity AR @ =]

(®) threats =

Home

ficod [ 32050k
SpYWare I 177.50k
virus 22.87k
wildfire-virus 1937k

0 1.00M 2.00M 3.00M 400M 500M 600M 7F.00M S00M 900M 10.00M 11.00M 12.00M 13.00M 14.00M

Threat Name ID Seve... Thre... Threat... Count
DMS ANY Queries Brute Force DOS Attack 40033 ~| vulne._. brutefo._. 13.BM|
Session Limit Event 8801 flood  unknown 320.5k
Microsoft SQL Server Stack Overflow Vulnerability 30009 vulne... overflow 124.6k
SMEB: User Password Brute Force Attempt 40004 [0  wulme.. brutefo.. 115.6k
MNetis/Metcore Router Default Credential Remote Code Execution Vulnerability 39587 m vulne._. code-ex.. 52.0k
HTTP SQL Injection Attempt 30514 ~ vulne._. sgl-inje.. 42.1k
ASUS/Metcore Router Default Credential Remote Code Execution Vulnerability 39438 o vulne.. code-sx.. 40,5k
Telnet Authentication Brute Force Attempt 40002 DD wvulme.. brutefo.. 40.5k
generic:temp.mail-issue.top 3824 . ~| spyw_. unknown 37.3k
ZeroAccess.Gen Command and Control Traffic 13235 spyw... botnet 20.5k
others others others  others 217.0k
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Hosts Resolving Malicious Domains BETES

® count 2
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=0~ genernic:temp.mail-issue top =% Virus virut:-formatmcl.gicp.net -8 Suspicious DN5 Query (generic-friycgjcxm_org)
Suspicious DN5 Query (genericcginl 3322 _net) Suspicious DN5 Query (generic:gin2_ 3322 _net)
Suspicious DN5 Query (generic-point.lghlmcl.com) - Suspicious DNS Query (genericceddingphotographer_co_uk)

- Suspicious DNS Query {genencrstme_mysecondarydns_com)

1/6W
Attacker Attacker Name Count
IP_140.127.40.3 Maone &4.1k I
140.127.49,223 Mone 3.4k N
140.127.52.4 Mone 7741
IP_140.127.41.248 Mone 3771
140.127.51.76 Maone 100 M
140.127.49.39 Mone 76l
140.127.53.241 Mone 56l
nopaml.nknu.edu.tw Mone E1) |
IP_140.127.41.250 Maone 210
140.127.51.213 Mone 130
others others 751
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Applications Using Non Standard Ports
®) bytes (O sessions (O threats (O content (O URLs o
Home

Application Mon-Standard Ports

Port Application Risk Bytes Sessions Threats Content URLs

444 ssl 7.56 I 123.7k 0 0 0
2082 web-crawler 5.0G I 95,9k 0 0 0
81 web-browsing 3.2G 38.5k W 0 0 0
12548 afp H 1.1 H 283 | 0 0 0
9696 web-browsing 766.9M 0 31 0 0 0
5001 ssl 654.6M Il 1.2kl 0 0 0
10050 web-browsing 535.0M B 2514 0O 0 0
50608 stun 301.M1 1l 0 0 0
1688 web-browsing 226.5M | 2131 0 0 0
13000 ssl 214.6M1 8771 0 0 0
others others others 2.26 296.6« NN - D 0 0
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® bytes (O sessions () threats () content ) URLs o
Home

Bytes Sessions Threats Content URLs

Rule Application Risk

allow-all_INBOUND 55l 5.7 N 143.0k N ] ] ]
allow-all_INBOUND web-crawler 5.0G I 06.4k N 0 ] ]
allow-all_INBOUND web-browsing 3.6G N 88.2kM 31 I i i
allow-all_QUTBOUND web-browsing 1.56H 30460k EE O 1] ]
allow-all_OUTBOUND afp H 1.1G 1N 2831 ] ] ]
allow-all_OUTBOUND stun 1.1G N 16.5k1 ] ] ]
allow-all_OUTBOUND flash 231.2M1 111 ] ] ]
allow-all_INBOUND ms-rdp 171.2M 1 391 0 0 0
allow-all_INBOUND stun 127.5M1 2.7k ] ] ]
allow-all_OUTBOUND teredo B5.1MmI 1.9k 1 0 ] ]
others others others 135.7M1 65.1k W 44 I 0 0
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Blocked Application Activity

(® threats O content () URLs =
Home

Application Categories
networking

Application Risk
unknown-udp 130.9k W
mssgl-man 124.6k W
dns 13.8M
ms-rdp 15.2k W
sip 14.2k W
kaspersky 19.1k W
weh-browsing 08.5k M
ms-ds-smb E 121.6k W
telnet 53.6k W
smitp 5.3k

others others 339.0k IH
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Blocked Threats

(@) threats =
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voerative | S S S

fiood [ 320 50k
spyware I 15015k
virus 22 Bk

wildfire-virus 1937k

0 1.00M  2.00M 3.00M 4.00M 500M 6&.00M ¥F.00M S00M 2900M 10.00M 11.00M 12.00M 13.00M 14.00M

Threat Name 1D Thre... Threat... Seve... Count
DNS ANY Queries Brute Force DOS Attack 40033 vulne... brutefo.. [ 13.8M|
Session Limit Event 8801 flood  unknown 320.5k
Microsoft SQL Server Stack Overflow Vulnerability 30002 vulne... overflow 124.6k
SMB: User Password Brute Force Attempt 40004 wvulne.. brutefo.. [ 115.6k
MNetis/Metcore Router Default Credential Remote Code Execution Vulnerability 39587 wulne.. code-ex.. TN 52.0k
HTTP SQL Injection Attempt 30514 vulne_. sglinje.. [ 42.1k
ASUS/Metcore Router Default Credential Remote Code Execution Vulnerability 30438 vulne.. code-ex . [N 40.5k
Telnet Authentication Brute Force Attempt 40002 vulne.. brutefo.. [0  40.5k
generic:temp.mail-issue.top 3824 spyw... unknown [ 37.3k
ZeroAccess.Gen Command and Control Traffic 13235 spyw.. botnet 20.5k

others others others others 189.0k
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Blocked User Activity

@) threats () content () URLs =

Home

fiood [ 320 50k
spyware I 150.19k
virus 22 86k

wildfire-virus 1937k

0 1.00M  2.00M 3.00M 4.00M 500M &.00M F.O00M S.00M S.00M 10.00M 11.00M 12.00M 13.00M 14.00M

Attacker Name Count

Mone 14,60 |




