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vulnerability: 22.64M (22,636,964)
spyware: 2.38M (2,381,764)
virus: 303
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wildfire—virus 971

virus [ 303
L} 2.50M 5.00M 7.50M 10.00M 12.50M 15.00M 17.50M 20.00M 22.50M 25.00M

ERAE 1D BREE EREIEH ExEdap sté

DMS ANY Queries Brute Force DOS Attack 40033 | medium vulnerability brute-force 19.4M IR
Suspicious TLS Evasion Found 14978 Spyware spyware 1.7M1
Telnet Authentication Brute Force Attempt 40009 | high | vulnerability brute-force 1.2Mm1
Suspicious HTTP Evasion Found 14984 informational spyware spywars 653.0k 1
MetBIOS nbtstat query 31707 informational vulnerability info-leak 572.2k1
Ncrack RDP scan 36266 [ low | vulnerability info-leak 434.0k |

UMIX Portmapper Remote Infomation Retrieving Attempt 32796 [ low | vulnerability info-leak 403.7k |
Microsoft SQL Server Stack Overflow Vulnerability 30009 vuInerability overflow 176.1k|
Microsoft RPC ISystemActivator bind 30846 informational vulnerability info-leak 110.0k |

SSH User Authentication Brute Force Attempt 40015 | high | vulnerability brute-farce 105.2k|
others others others others 216.3k |

R WEIRNRLERERRS , ZHARIDBUE(Brute-Force) , UEHEEREHETERABEA(Telnet) BRIHRFA , ERIFEBEAE , ZEHASHFI AR
EHMEEAIR, BB ARBSELY | UPEEARNMAKIRE. suspicious evasion found ATLAEAHTTPEBERKE K MEIBURLBEERE K AEE
REEAERZREBEBEBHARIEBEURLER,
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=0 Virus.virut:formatmcl.gicp.net  -# Suspicious DN5 Query (genernic:ppfxmdcexwuccsrwdpvpy.ru)

- Suspicious DNS Query (genernc-friycgjcom_org) Suspicious DNS Query (generic-lsypetrozavodsk dcge _biz)
Suspicious DNS Query (generic-bt3_5gzone_net) Suspicious DNS Query (genericowww_hubpagespro_club)
== Suspicious DN5 Query (genencitv.5qgzone.net) -8 Suspicious DNS Query (genenc:bt4.5qzone.net)
1/2%W
R BRERE sték
140.127.62.155 None 7.0k I
140.127.36.159 MNone 372
140.127.80.247 None 27l
140.127.37.55 None E1:Y |
140.127.36.50 None 221
140.127.37.56 None 160
140.127.62.71 None 51
140.127.62.70 None 50
tc553pcB.ee.nknu.edu.tw None 4 1
140.127.80.173 MNone 31

SREA : 140.127.62.155, 140.127.36.159 X MFREETETEFEHS , INBESHE,
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Application Non-Standard Ports

Port ERER Elb& e RlrraEs 5% A% URL
1008 sl 22.2G NN 175.2k I 175.6k I 0 0
BOBD http-video 5| 1.76 1 211 0 0 0
1310 ftp 813.2M1 1l 0 0 0
1257 ftp 710.5M1 1l 0 0 0
1227 ftp 350.3M | 1l 0 0 0
1549 ftp B 86.4M1 1l 0 0 0
1217 ftp 68.0M1 11 0 0 0
BO8O web-browsing 55.1M1 2.2k 1 21 0 0
8000 web-browsing 34.7M1 30.2k W 0 0 0
59989 stun 26.3M1 21 0 0 0
others others others 425.3M1 71.8k N 1521 0 0

R MBI EDEHETRBREAES Eport , Sl : MEBM(Web-browsing) BHTTPEHTTPS , ZX1855 4 Bl A80% 443 , B ik H #8080
. 10443,
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#HA ERER BB e EH FleFag 5% 7 AE URL
MEMLU-Inbound-All sl 222N 175.0k N 1750k I 0 0
NKNLU-Inbound-all ftp 2.1G10 ag 21 0 ]
NKNU-Outhoud-All http-video 1.7G1 211 1] 1] L]
NKNU-Outhoud-All web-browsing 256.6M1 67.0k N 11 0 a
NENLU-Inbound-All stun B 47.1M1 251 ] 0 0
MEMNU-Outboud-all websockst E 36.7M1 16.2k N 1] 0 0
MNEMLU-Outboud-All flexnst-publisher E 2e.eM1 9.3k1 0 Q i
MNEKNU-Inbound-All synology-dsm 24.4m1 71 0 Q 0
NENU-Outboud-All upnp B 23.1M1 2.8kl i 0 0
MEMNLU-Outboud-all 5l 14.2M1 1.3kl 101 0 Q
others others others  32.4MI 6.2k 1 1411 0 0
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networking _
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ERES Elba 5
portmapper El 4037k

mssgl-mon 176.1k W

telnat 1.2M N

unknown-udp 6.0k H

dns 19.5M I
ssh 105.2k W

ms-rdp 21.8k W

ms-ds-smb El 7.7km

web-browsing 23.8k W

ftp 4.6k W

others oth 47.2k W
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BERAE

' DMS ANY Queries Brute Force DOS Attack
Telnet Authentication Brute Force Attempt
LINDX Portmapper Remote Infomation Retrieving Attempt
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303

2.00M
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5.00M

Microsoft SQL Server Stack Overflow Vulnerability

SSH User Authentication Brute Force Attempt

HTTP Unauthorized Brute Force Attack

ZeroAccess.Gen Command and Control Traffic

Maorto RDP Request Traffic
Apache Struts Jakarta Multipart Parser Remote Code Execution Vulnerability
Win32.Conficker.C p2p

others
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