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SME: User Password Brute Force Attempt 40004 [ high | vulnerability brute-force 53.9k1
Apache Struts Jakarta Multipart Parser Remote Code Execution Vulnerahility 34221 vulnerability code-execution  42.3kl
Virus.virut:formatmel.gicp.net 3827338 [Einul  spyware unknown 40.2k 1
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ASUS/Netcore Router Default Credential Remote Code Execution Vulnerability 39438 ‘medi " vulnerability code-execution 25.2k |
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=0 Virus virut:-formatmcl_gicp.net =& Suspicious DN5 Query {(genenc:temp_mail-issue_top)

- Suspicious DN5 Query (generic:gln2.3322 _net) Suspicious DN5 Query (generic:glnl 3322 net)
Suspicious DNS Query (generic-tracker_bittor_pw) - Suspicious DN5S Query (generic:XN—LUCK-PL9FHE4H com)
== Suspicious DN5 Query (generic:btd_5qgzone.net) -8 Swuspicious DNS Query (generic:123_5gzone_net)
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BRE BHRELRE stk
IP_140.127.40.3 MNone 101. 6k
140.127.49.223 Mone 7.7k Il
IP 140.127.41.248 None 167 0
140.127.51.141 MNone 1150
140.127.51.138 MNone o6 M
140.127.51.167 MNone 66l
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1P 140.127.41.250 MNone 42 1
nopaml.nknu.edu.tw Mone 32 0
140.127.60.165 Mone 160
others others 1330
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Port ERER Elba i omEH FlEF s 5% AE URL
6060 ms-rdp 25.0C NN 46| 0 0 0
5001 sl 426 H 2221 0 0 0
444 sl 416H 123.7k W 0 0 0
81 web-browsing 2.7G 50.4k 1l 0 0 0
9900 synology-dsm 1.6G 1 831 0 0 0
2082 web-crawler 1.5G61 41.8k 1l 0 0 0
40002 stun 1.561 501 0 0 0
4141 ms-rdp 620.9M | 301 0 0 0
10050 web-browsing 485.6M | 221.8k HE 0 0 0
8080 http-video B :zo0sml 51 0 0 0
others others others 3.26H 8204« IS 70 D 0 0
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allow-all_INBOUND ms-rdp 26.2G I 3.5k 0 0 0
allow-all_INBOUND 55l £.6G N 125.9k W 1] 1] ]
allow-all_INBOUND web-browsing 3.261 107.8kH 63 I 0 0
allow-all_INBOUND synology-dsm 1.6G1 831 0 0 ]
allow-al_OUTBOUND web-browsing 1.6G1 Sle4k N O 0 0
allow-all_INBOUND web-crawler 1.5G1 42.5k1 i 0 ]
allow-all_OUTBOUND stun ﬂ 1.5G1 8401 0 ] 0
allow-all_OUTBOUND ms-rdp g20.9M1 391 0 ] 0
allow-all_OUTBOUND http-video 330.8M1 51 0 0 0
allow-all_INBOUND http-videa 169.9M1 44 | 0 0 ]
others others others 482.0M 1 170.6k 70 0 0
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