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BRBERT=S) :
vulnerability: 1.74M (1,740,881)
spyware: 115.03k (115,030)
flood: 36.57k (3,668)

BB 5 E) Report

Time
02/01 00:00:00-02/28 23:59:59
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vulnerability

SpyYWare - 11503k
flood [ 36.57k
wildfire-virus | 449
virus |87
0 200,00k 400.00k 600 00k 80000k 1.00M 1.20M 1.40M 1.60M 1.80M 2.00M

BEAH ID - g EEEE EREER S
DMS ANY Queries Brute Force DOS Attack 40033 { vulnerzbility  brute-force 1.2M
S5H User Authentication Brute Force Attempt apo1s [ vulnerability  brute-force 338.3k Nl
Microsoft SQL Server Stack Overflow Vulnerability 30009 vulnerability code-execution  97.7k|
Virus.virut:formatmel.gicp.net 3827338 QUi spyware unknown 38.Bk|
Session Limit Event 8801 flood unknown 36.6k |
ASUS/MNetcore Router Default Credential Remote Code Execution Vulnerability 39438 medit vulnerability code-execution  26.4k|
Suspicious DNS Query {generic:temp.mail-issue.top) 4095886 1ed SpYWare unknown 25.7k|
MAIL: User Login Brute Force Attempt 40007 [ high | vulnerability  bruteforce 15.5k |
Gafgyt.Gen Command And Control Traffic 14638 i spyware spyware 11.0k|
Mirai.Gen Command And Control Traffic 13974 spyware spyware 10.9k |
athers others others others 60.6k |

O RARFRERERS, SHARNBE(Brute-Force), FMZAMPIRY, RALAETREMARIEHEESE,. ARBOAEG/IEGERS
ARRFEETHARERX, ZRHENEIE)EIIITIKE, ABRBAEBIWKET, BN USHERRBETERETA(Telnet) M1 RHM ; Rz, 4
HREREAMEREARMR, FTEETRONUNE  AdimE, ERVHEEAR ZEHRAEEFIARCEMETRE, HNLE SE0 MERSHLLE
. RIPAEREARHEEIRRE.
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=& Virus.virut:-formatmcl.gicp.net -+ generic:temp.mail-issue.top

42 Suspicious DN5 Query (generic:temp.mail-issue_top) genernicxlwrncum_remotetowel gdn
Suspicious DNS Query (generic:srvl 7_hgserver_net) Suspicious DNS Query (generic.dnspod—free mydnspod_net)
== generic juchpi.piecestaychest.ru -8 Suspicious DN5 Query (generic:ztczhrhar_org)
1/3¥W
R BHRHERE i
IP 140.127.40.3 MNone 66.9k I
140.127.49.223 MNone 3.4k IR
140.127.40.113 Mone 249 0
140.127.53.101 MNone 240
IP_140.127.41.250 MNone L) |
smitp.nknu. edu.tw MNone 160
IP_140.127.41.248 Mone 16l
mail2.nknu.edu.tw Mone BN
nopaml.nknu.edu.tw MNone 71
76-hosts151.ma.ncut.edu.tw Mone 70
others others 200

FREA : 140.127.40.3%4 A Domain Name Server, HRETREEKS ; K&, 140.127.41.248-2508! AR K ER AR R EER,
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Application Non-Standard Ports

Paort ERHER Bl finEH FlEFEER RL
444 ssl 4 | 3.2 N 38.1kH 0 0 0
2082 web-crawler 1.6G N 307k @ 0 0 0
Bl web-browsing 4 | 781.7M I 14.8k1 0 0 1]
10050 web-browsing 247.1M R 117.3k Il ] 1] 0
2081 http-video 244.1M 1 71 ] ] 0
5000 web-browsing 243.5M R 27.9k 0 ] 0 0
1111 ms-rdp 131.2M1 36.1k N 0 1] 0
9511 websocket B 81.7M1 49,1k W ] 1] 0
1688 web-browsing 4 | 6e.5M 1 a7 ] 0 0
Q209 web-browsing 64.0M 1 41.8k 0 ] 0 [i]
others others others B67.5M I 4407« I ©55 I 0 0

REA : MG EDEHEHTIRRFHAESEport, H10 : FHEHBW(Web-browsing) AHTTPFHHTTPS, 1Z#IR5EH A A80Kk443, BE Lk HEMA81.
8080. 10050, H4t, BHESOFEEAHTTPARTE, {Emega-basefRITHEESZERAE, KMAIAIRIRS0AMIMMIENE B EATE—D DITHE,
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Rules Allowing Apps On NonStandardPorts

#HA ERER El Bt el FlFrREs

allow-all_INBOUND 55l J3GHN .okl 0 1] ]
allow-all_INBOUND web-crawler 1.6G I 41.2k N0 0 0 ]
allow-all_INBOUND web-browsing 9e62.6M I 443k N 053 I 0 0
allow-all_OUTBOUND web-browsing 951.6M I 488.3k I 0 0 0
allow-all_INBOUND http-video 244.1m 11 71 0 0 ]
allow-all_INBOUND ms-rdp 141.1M1 38.4k 1 i 0 0
allow-all_OUTBOUND 5l 100.1M1 62.5k M 1] 1] 0
allow-all_QUTBOUND websocket E 85.7M1 49,2k W 0 0 0
allow-all_INBOUND dns 43.7M1 1791 0 1] ]
2llow-all_OUTBOUMND ms-rdp 17.0M1 11 0 0 ]
others others others  30.8M| 45.1k 0 21 i 0
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Application Categories
networking _

ERER Blia sté
mssgl-maon 97.7k I

unknown-udp 38.5k

ms-ds-smb 3 | 10.6k W

telnet 21.5kH

ms-rdp 6.1k H

smitp 15.6k W

web-browsing 9.7k M

sip 1.4k W

mysql 491 W

ssh 338.3k I

others others 1.3 I
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flood [} 36.57k

wildfire-virus | 441

virus |87
Q 20000k 40000k 60000k B00.00k 1.00M 1.20M 1.40M 1.60M 1.80M 2.00M
ERAH ID ERE A EEEEp o 4 HE
DNS ANY Queries Brute Force DOS Attack 40033 vulnerability brute-force [ medium | 1.2M
S5H User Authentication Brute Force Attempt 40015  vulnerability bruteforce [ high | 338.3k NI
Microsoft SQL Server Stack Overflow Vulnerability 30009 vulnerability code-execution 97.7k |
Virus.virut:formatmcl.gicp.net 3827338 spyware unknown | medium | 38.8k|
Session Limit Event 8801 flood unknown 36.6k |
ASUS/Metcore Router Default Credential Remote Code Execution Vulnerability 39438 vulnerability code-execution [l 26.4k |
Suspicious DNS Query (generic:temp.mail-issue.top) 4095886 spyware unknown | medium [T
MAIL: User Login Brute Force Attempt 40007 vulnerability  brute-force [ high | 15.5k |
Mirai.Gen Command And Control Traffic 13974 spyware spyware 10.9k |
Telnet Authentication Brute Force Attempt 40009 vulnerability  brute-force [ high | 10.6k |

others others others others 47.2k |
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