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vulnerability: 16.08M (16,078,272)
spyware: 75.75k (75,750)
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Threat Activity

@® threats
Horme

Spynare | FE PR

wildfire-wirus | 308

wirus | 165
0 2.00M 4. 00M &, 00k

Threat Name ID

DMS &MY Queries Brute Force DOS Attack 40033
Telnet Authentication Brute Force Atternpt 40009
LMY Portrapper Remote Information Retrieving Attermpt 32796
Microsoft RPC [Systermnactivator bind 30846
Microsoft SOL Server Stack Crwerflow Wulnerability 20009
MS-ROP Brute Force Atterpt 40021
SSH User Authentication Brute Force Atternpt 40015
Ferofccess, Gen Cormmand and Contral Traffic 13235
MetBIOS nbtstat query FFET
Morto RDP Reqguest Traffic 13274
others others

5.00M

Severity
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Threat Type
vulnerability
yulnerability
willrerability
willrer ability
yilner ability
yulmer ability
yulner ability
Sy are
e ability
Spyare
others

EHXE A (Telnet)Zim %

T4.00M 14.00M 18.00M

Threat Category Count
brute-force 12,30 .
brute-force 2000
info-leak 62,1k |
info-leak 283.3k |
code-execution 222,68k |
brute-force 144 4k |
brute-force 26,7k |
biotret 26.2k |
info-leak 2001k |
net-worm 19.9k |
152.5k |
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Hosts Resolving Malicious Domains
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Source Address Source User Count
140.127.36.56 Mane 054 I
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Applications Using Non Standard Ports

@® bytes O sessions O threats O content O URLs mE
Home

Application Mon-Standard Ports

Port application Risk Bytes Sessions Threats Content URLs
B0 mega-hase - 2,1G - 1151 i) 0 B
8080 mega-base 3 1.7G I a0l 0 0 0
10443 sl 1.5G I 541 ] Q a
5000 shoutcast 1.4G I 9131 o a a
10320 irc-base E 486,24 W 380,41 I ] EI Q
21233 stun E 286.6M 1 21 ] EI a
o3850 stun E 209.2M 0 21 ] ] ]
G2057 stun E 195.2m 1 21 ] a a
S1606 ftp E 191.2M 0 11 ] EI a
22303 ftp E 1242 0 11 ] EI ]
others others others 3.1 I --0.ck I 1Sk o ]
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Rules allowing Apps On Non Standard Ports
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. bytes O sessions (O threats QO content O LRLs

Horme

Rule

MEMU-Inbound-2
MEMU-Inbound-2
MERIU-TRboUnd- A
Mk MU-Cutboud- Al
MEMU-Outboud-Al
MEMU-Cutboud- Al
MEMU-Cutboud- Al
MEMU-Outboud- Al
MOt boud-2l
others

Application

mega-"baze
=tun

ftp

sl
shioutcast
irc-base
wieb-browsing
stun
wihsocket
sl

others

Bytes
3.9G I

1.7G
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1.5G N

1.4G Il
487.7M A
276,00 B
177.4mM 1
120,0mM 1
55.5M |

others 141.4M 1

Sessions

1451
265 |
1.9 1
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358.4; I
176,11
4.4k |
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Blocked Application Activity

@ threats O content O URLs o
Homne

Lpplication Categories

application Risk Count
portrmapper @ 262, 1k

mssgl-rorn E 2226k |

telnet 8 2,00 I

dris 12,3
Litkrioen-Lidh 49,2 W

rms-rdp 164.3- W

rns-ds-smb Q 2.2 |

ssh 6.7k W

ftp S ) 13.1k W

sip 1.6k W

others others g5kl
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@® threats =

Horne

Spynare I 7528k

wildfire—virus | 308

virus | 162
0] 2 00M 4 00M .00 B O0M TG0k 12.00M 14 00k Ta.00M 18 00M
Threat Name ID Threat Type Threat Category Severity Count
DNS ANY Queries Brute Force DOS Attack 40033 wulnerability brute-force: medium 12,30 -
Telnet Authentication Brute Force Attempt 40009 wulnerability brute-force 2.0 1
LMY Portrmapper Remote Information Retrieving Attempt 32796 wilmeratility irfo-lealk: m 62,1k |
Microsoft SOL Server Stack Cwerflow Wulner ability 30009 wilmer atility code-execution Critical 2228k |
MS-ROP Brute Force Attempt 40021 wilmer ability brute-force hiight 1444k |
S5H Lser Authentication Brute Force Atternpt 40015 yllner ability brute-force high 26,7k |
Zerofcoess,Gen Command and Control Traffic 13235 Spyware biotret critical 26.2k |
Morto ROP Request Traffic 13274 SpYare FIET- 4w arm 19,9k |
Win32, Conficker. C p2p 12544 SPYare aclware 15,4k |
PHP Rerote File Inclusion Yulherability 33336 willmer atility code-execution 12,9k |

others others others others 32.6k |
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Security Pol

@ thveats O content O URLs e |
Home
| | | | | | | | | | | | | | |
spyare I 75.2Bk
wildfire-virus 308
wirus | 162
| | | |
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Rule Count
15, 511
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