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@ threats =3
Home
] | | | | | | | | | | | | | |
vulnerability — 1.38M
spyware _ 24504k
flood _ 128 62k

Yirus 229

wildfire-virus | 106

packet |15
0 200.00K 400.00K G00.00K 800.00K 1.00M 1.20M 1.40M
100.00k 300,00k 500.00K T00.00K a00.00k 1.10M 1.30M 1.50M
Threat Name iD Severity Threat Type Threat Category Count
DNS ANY Queries Brute Force DOS Attack 40033 ‘medium vulnerability brute-force 816.7k NN
Microsoft SOL Server Stack Overflow Vulnerability 30009 vulnerability code-execution 276.6k 1
MS-RDP Brute Force Attempt 40021 [ high ] vulnerability brute-force 162.5k B
Virus.virut:formatmcl.gicp.net 3806732 :1%, spyware unknown 129.5k
Session Limit Event 8801 critical flood unknown 128.6k N
Telnet Authentication Brute Force Attempt 40009 vulnerability brute-force 31.8k1
Mirai.Gen Command And Control Traffic 13974 critical SpYWare spyware 27.9k1
Morto RDP Request Traffic 13274 [ low ] spyware net-worm 23.0k |
Suspicious DNS Query (generc:help2014.linkpc.net) 4004582 m Spyware unknown 18.3k |
SSH User Authentication Brute Force Attempt 40015 vulnerability brute-force 17.5k |
others others others others 122.2k 1
SEA ORE BV 8 R R 0 USRI B (Brute-Force) - i S N EIAEEE 0 FCAE R AT RE R4S B AE HEE - BRI A B RS R
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@ count e
Home
10,00k
—2 i = e 2 0—\
5.00k S
0 _ & 4 i B Fb— ki ~K1 i
o1 o7 13 19 25 3
-2 3806732 =+ 4004582 - 4020132 -~ 3806636 ~ 4097430 0= 3820379 == 4073494 - 3824676
-4 4037651 =+ 4014490 o 4075164 == 4095041 - 40509463 = 4020479 - 4077614 -8 4062072
-+ 3203501 - 3834440 - 4085937 =+ 4098846 -2 4022362 - 1825265 - 3823795 - 3825266
= 4045597 - 4070293 = 4010703 - 4062272 - 4047568 -+ 4018372
Source Address Source User Count
P_140.127.40.3 None 163.4k
P_140.127.41.250 None 16811
P_140.127.41.248 None 15110
140.127.51.73 None 5911
nopaml.nknu.edu.tw None 141
140.127.60.78 None Y |
140.127.41.251 MNone ol
140.127.61.122 None EN |
140.127.45.99 None 71
140.127.43.103 None G |
others others 261
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Applications Using Non Standard Ports

@ bytes (O sessions () threats (O content URLs e
[ H

Home

Application Non-Standard Ports

Port Application Risk Bytes Sessions Content

0201 web-browsing 3.6 EEEEEEE  3.7k| 0 0 D
444 ssl 1.7G I 49.7k W 0 0 0
81 web-browsing 1.7G I 24.3k N 0 0 0
80 upnp 1.3G N 5.3k 0 0 0
10050 web-browsing 432.3MH 180.ck NN O 0 0
9208 web-browsing 390.9M B 3.6kl 0 0 0
514 sl 365.4M I 711 0 i 0
2082 web-crawler 320.7m1 18.9k 0 D 0
52902 stun B 2685m1 11 0 0 0
9209 web-browsing 262.0M I 5.6k | 0 0 0
others others others 3.7 NENEEEEN 245.3k NN © I 0 0
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Rules Allowing Apps On Non Standard Ports

@® bytes O sessions O threats O content ) URLs e
Home
Rules Allowing Apps On NonStandardPorts

Rule Application Risk Bytes Sessions Threats Content URLs
 allow-all_OUTBOUND web-browsing 516 NN 797.5k NENEEEE O D 0
allow-all_INBOUND stun 2.56 1171 0 0 0
allow-all_INBOUND web-browsing 1.6 N 76.6k 1N 0 0 0
allow-all_INBOUND ssl 1.8G Il 52,7kl 0 0 0
allow-all_OUTBOUND upnp (2] 1.36 5.4k | 0 0 0
allow-all_OUTBOUND stun 1.06 W 1.1kl 0 0 0
allow-all_OUTBOUND sl 406.0M I 1.6kl 0 0 0
allow-all_INBOUND web-crawler 327.5M 1 19.1k 1 0 0 0
allow-all_INBOUND ms-rdp 82.2M | 22.0k N D 0 D
allow-all_OUTBOUND websocket 3 78.8M | 45.7k 0 0 0
others others others  20.9M| 24.4k10 £ I D i
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Blocked Application Activity

@® threats O content O URLs T
Home

Application Categories
networking

Application Risk Count
mssql-mon B  7cck I

telnet 59.7k I

ms-ds-smb [ ] 24.4k

ms-rdp 185.5k I

unknown-udp 29.6k 1IN

smtp 5.4k

web-browsing 25.7k I

sip 1.0k M

dns 950 7
ssh 17.5k M

others others  138.7k NG
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Blocked Threats

@ threats
Home

vulnerability

spyware

flood

virus | 226

wildfire-virus | 101

packet |15
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0 100,00k 20000k 300,00k 400.00k 50000k 60000k 700.00k S00.00k 90000k 1.00M 71.10M 1.20M 1.30M 1.40M
Threat Name 1D Threat Type Threat Category Severity Count
DNS ANY Queries Brute Force DOS Attack 40033 vulnerability brute-force “medium £16.7k I
Microsoft SQL Server Stack Overflow Vulnerability 30009 vulnerzability code-execution 276.6k 1IN
MS-RDP Brute Force Attempt 40021 vulnerability brute-force [ high | 162.5k H
Virus.virut:formatmel.gicp.net 3806732 Spyware unknown - 129.5k W
Session Limit Event 8801 flond unknown critical 128.6k W
Telnet Authentication Brute Force Attempt 40009 vulnerzability brute-force m 31.8k1
Mirai.Gen Command And Control Traffic 13974 spyware spyware 27.9k1
Morto RDP Request Traffic 13274 spyware net-worm [ low ] 23.0k1
Suspicious DNS Query (generic:help2014.linkpc.net) 4004582 Spyware unknown - 18.3k1
SSH User Authentication Brute Force Attempt 40015 vulnerability brute-force m 17.5k1
others others others others 116.3k W
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Home

vulnerability JEM

spyware

flood

virus |[2260

wildfire-virus | 101

packet |15

0 100,00k 20000k 300.00k 400,00k 50000k &00.00k 700.00k BOO0.00k 90000k 1.00M 1.10M T1.20M 1.30M 1.40M

Rule Count

allow-all_INBOUND 1.5M I
2llow-all_OUTBOUND 168.8k NG

DoS_test 128.6k IR
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