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Threat Activity EYEBR
@ threats =

Home

Spyware I 56.48k

wildfire-virus | B0OO

virus [166

0 1.00M 2.00M 300M 400M 500M 6&00M 700OM B00M S500M 10.00M 11.00M 12.00M
Threat Name 1D Severity Threat Type Threat Category Count
DNS ANY Queries Brute Force DOS Attack 40033 ﬁ vulnerability brute-force 8.6M I
Telnet Authentication Brute Force Attempt 40009 high vulnerability brute-force 2.1M0
LINIX Portmapper Remote Infomation Retrieving Attempt 32796 m vulnerability info-laak 4923k
Microsoft SQL Server Stack Overflow Vulnerability 30009 vulnerability code-exacution 381.0k |
SSH User Authentication Brute Force Attempt 40015 vulnerability brute-force 97.6k|
MS-RDP Brute Force Attempt 40021 high vulnerability brute-force 83.1k|
Microsoft RPC ISystemActivator bind 30846 vulnerability info-leak 64.8k |
Ncrack RDP scan 36266 () vulnerability info-leak 39.7k |
SMB: User Password Brute Force Attempt 40004 vulnerability brute-force 34.9k |
NetBIOS nbtstat query 31707 vulnerability info-leak 32.5k |
others others othars othars 152.0k |

HRE . IRFARERERERS, SHARNBEBrute-Force), USHERBETERE A(Telnet);ZimRMM, ERIWEAR, ZITHAIEHEF AR
ERMMBERST., SBMHAEFELLE, AISRERMREERR,
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Hosts Resolving Malidous Domains EY BEBR
@ count &
Home
200

: TSN

01 07 13 19 25 31
= 3806732 -+ 4074143 -= 3812685 - 3806808 - 4053373 - 4007452

Source Address Source User Count
140.127.36.174 Nane 552 I
140.127.36.56 None 381 I
140.127.62.155 None 131
140.127.45.31 None 140
140.127.62.78 None 6l
140.127.74.135 None Y |
satellite.cs.washington.edu MNone 3h
140.127.36.97 None 10
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Applications Using Non Standard Ports
® bytes O sessions O threats O content' O URLs TR

Home
Application Non-Standard Ports

B
Port Application Risk Bytes Sessions Threats Content URLs
8080 http-video 5} 3.96 0 101 ] i [
8080 mega-base al 2.3GH 41 0 0 i
10443 5l 1.6G1 1201 0 L] 0
50039 stun B 1.1G1 11 1] 0 ]
53093 stun E 873.5M1 11 0 a a
53708 ftp E 843.2M1 1l 0 a 0
62804 ftp E 823.1M1 11 1] 0 0
64021 ftp B19.1M1 11 1] 0 a
35153 ftp 810.7m1 11 1] 0 0
63607 ftp 791.2M1 11 1] 0 0
others others others 254G N 431.2: IS 50 DN 0 0

REA MR EDEHEFRRSHAE S Eport, 5140 - #HE2I%(Web-browsing) AHTTPEHTTPS, 12418885l 480% 443, EHE LA {#EFH8080
. 10443,
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Rules Allowing Apps On Non Standard Ports EYER

® bytes O sessions O threats O content O URLs m
Home

Rules Allowing Apps On NonStandardPorts

-
URLs

Rule Application Risk Bytes Sessions Threats Content

NKNU-Inbound-all ftp 5 21.9C EEEEEE 847 | 41 0 0
NKNU-Inbound-All stun E 5.5 401 1 0 a 0
NENLU-Outboud-All http-video 4.0GH 1261 0 1] 0
NEMNU-Outboud-all mega-base '%T.' 24610 6131 0 0 0
NKNU-Inbound-All 55l 1.6G1 an4 | 21 0 0
NENU-Outboud-all stun E 1.6G1 4.1k 0 0 0
NENU-Outboud-all web-browsing 646.2M 1 2171 270 1] i
MKNU-Inbound-All web-browsing 587.4M1 11.5k 1 isn 0 0
NKNU-Inbound-All telegram E 362.8MI 3l 0 0 0
MNEMNLU-Outboud-all ftp E 271.4M1 g2 1 0 a 0
others others others 318.2M1 195.6k I 255 I 0 0
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Blocked Application Activity Y EBR

@ threats O content O URLs [ T

Application Categories

Count

Application Risk

mssql-mon 381.0k I

portmapper g 4973k N

telnet 2.2V I
ms-rdp 101.4k B

unknown-udp 19.2k W

ms-ds-smb @ 43,8k M

dns &.6M I
ssh 97.7k M

sip 3.0k M
web-browsing 0.6k

others others 3.1kl
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Blocked Threats BYE

| @ threats =

Homse

spyware l 536.05k

wildfire—virus | 800

virus | 166

4] 1.00M 200M 3JO00M 400M 500M 600M 7OOM E00M 900M 10.00M 17.00M 12.00M
Threat Name ID Threat Type Threat Category Severity Count
'DNS ANY Queries Brute Force DOS Attack 40033 vulnerability brute-force  medium 5.6M NN
Telnet Authentication Brute Force Attempt 40009 vulnerability brute-force high 2.1ME
UNIX Portmapper Remote Infomation Retrisving Attempt 32796 vulnerability info-leak 492 3k
Microsoft SQL Server Stack Overflow Vulnerability 30009 vulnerability code-execution critical 381.0kl
SSH User Authentication Brute Force Attempt 40015 vulnerability brute-force 97.6k |
MS-RDP Brute Force Attempt 40021  vulnerability brute-force 83.1k |
SMB: User Password Brute Force Attempt 40004 vulnerability brute-force high 34.9k |
Win32.Conficker.C p2p 12544 Spyware adware 19.2k |
Morto RDP Request Traffic 13274 spyware net-worm [ low ] 18.3k |
Mirai.Gen Command And Control Traffic 13974 spyware spyware 14.1k |

others athars athars othars 25.8k|
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Security Polides Blocking Activity
@ threats O content O URLs o i
Home

|
spyware I 56.05k

wildfire-virus | 800

virus | 166
0 500.00%k 1.00M 1.50M 2.00M 2.50M 3.00M 3.50M 4.00M 4.50M 5.00M 5.50M 6.00M 6.50M 7.00M 7.50M B8.00M B.50M 9.00M 9.50M 10.00M 7050M 11.00M 11.50M 12.00M
Rule Count

NKNU-Inbound-All Ly ]
NKNU-Outboud-All 3.5k N




