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Threat Activity nY BB

@ threats =

Home

vulnerabiticy | 1 59
| | ' ' ' '
flood | /25 45k
i |
<pyware NN 217 26k

wildfire-virus | 1.16k

virus |526
packet |55

4] 200.00k 400 .00k 600.00k 800.00k 1.00M 1.20M 1.40M 1.60M 1.80M
Threat Name 1D Severity Threat Type Threat Category Count
Telnet Authentication Brute Force Attempt 40009 vulnerability brute-force 543.8k I
Microsoft SQL Server Stack Overflow Vulnerability 30009 vulnerability code-execution 466.4k I
Sesgion Limit Event BBO1 flood unknown 425.5k N
SMEB: User Password Brute Force Attempt 40004 high vulnerability brute-force 262.5k 1IN
MS-RDP Brute Force Attempt 40021 vulnerability brute-force 125.0k B
Virus.parite:formatmcl.gicp.net 3806732 medium spyware unknown an.sk M
S5H User Authentication Brute Force Attempt 40015 vulnerability brute-force 534.2k1
DNS ANY Queries Brute Force DOS Attack 40033 ‘medium vulnerability brute-force 50.6k1
Mirai.Gen Command And Control Traffic 13974 Spywars spyware 42.1k1
MAIL: User Login Brute Force Attempt 40007 vulnerability brute-force 26.4k 1
others others others others 146.2k W

HRE . RFARERERERS, SHARNBE(Brute-Force), EREZANMIRY, RAKAETEHERABIEREESIE. ARBNAEH/IEGHERS
ARETEETHAREN, ZRMENFER)ERIITRE, AEREFERRET, BBHNUSHERRBETEREA(Tenet)/M R Rz, 4
BEBEAREREARR TEETRAKE  idmE, ERVBEAR, ZIRSHAARECEMBERSR, FHNLLE BB AEHELLE
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Hosts Resolving Malidous Domains BEY BB

@ count >

Home

10,00k - - =

a [ R T * —'——_M

01 07 13 19 25 31
-~ 3800732 -+ 4008086 -= 4072361 ~ 4078246 4087576 - 4054798 - 4034036 -= 3800401
= JB157H == 3811352 4073004 - 4098572 = 4007452 -+ 4088738 -+ 4028904 - 4034087
4047388 - 4047496 4003979 -+ 3824676 -~ 3B29379 -+ 4090110 - 3803591 = 4014140
= 4004582 4091700 -+ 4097430 = 4077614 3801376 ~ 4040491 - 3834440 - 3816011
1/3%W
Source Address Source User Count
IP_140.127.40.3 None 119.0k I
140.127.61.43 Mane 219
140.127.40.4 Mone 197 1
140.127.24.15 Mone 126 1
140.127.53.241 Mone 68 i
140.127.49.99 Maone 611
140.127.51.95 Mone 52
nopaml.nknu.edu.tw MNone sol
IP_140.127.41.248 Mone 40 0
140.127.49.39 Mone |E| 1711
othars othars SN |

SRER : 140.127.40.3 A& B Domain Name Server, R it BT,



Applications Using Non Standard Ports
® bytes O sessions O threats O content O URLs

Home

Application Non-Standard Ports

FRAFEFHZZ%Eport 2 AppsitE 7 E

mE

Port Application Risk Bytes Sessions Threats Content URLs
81 web-browsing 2.6C M 40.4k M 0 0 i
6907 ms-rdp 726. 1M N 291 Q 0 ]
2082 web-crawler 653.6M N 12.2k1 i 0 ]
100350 web-browsing 495.2M 0 220.6k IS 0 0
80 ssdp 271.9M1 5.7k i 0 0
2121 ms-rdp 269.6M 0 111 Q 0 ]
8080 mega-hase n 237.3M1 1191 ] 0 ]
55570 ftp 160.0M 0B 11 0 0 ]
8080 web-browsing 120.8M1 60.1k N 1] 0 a
49559 octoshape 129.2M1 461 0 0 0
others others others 1.5G I 169.5k I 2 I 0 0

FRE ﬁﬂ%Tn’:’:Eqﬂﬁﬁ’rﬂTﬂﬂﬁﬁ"fAiﬁmpoﬂ 5130 : 3K 2% (Web-browsing) AHTTPE(HTTPS, 1E#£185%45 5| A80% 443, HEE Lk B FEHS1,
10050,
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Rules Allowing Apps On Non Standard Ports

@® bytes O sessions O threats O content O URLs

Home

Rules Allowing Apps On NonStandardPorts

Rule Application Risk Bytes Sessions Threats Content URLs
allow-all_INBOUND web-browsing 2GR 257N 1] 0 (1]
allow-all_INBOUND ms-rdp 1.06 N 6.2kl 0 0 0
allow-all_INBOUND web-crawler 775.7M IR 336kl 0 0 i
allow-all_OUTBOUMND web-browsing 635.5M 262.8¢c N 0 0 i
allow-all_OUTBOUND mega-base ' 3340M N 4.7kl 0 0 0
allow-all_OUTBOUND ssdp 271.9M1 5.7k | 0 0 0
allow-all_OUTBOUND stun E 219.5M 1 4.1k1 0 Q L]
allow-all_INBOUND ftp 212.5M1 1651 0 ] 0
allow-all_OUTBOLIND 55l 203.7M1 5.9k 0 0 0
allow-all_INBOLND 55l 181.3M1 13.2k1 0 1] 0
others others others 413.4MH 73.7k N 2 I 0 0
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Blocked Application Activity

@ threats O content O URLs e
Home

Application Categories
networking

collaboration
Application Risk Count
mssgl-mon 466.4k I
telnet 585,k 1
ms-ds-smb @  283.ck I
ms-rdp 148.1k I
smitp 25.4k
unknown-udp 10.0k W
web-browsing 36.0k I
sip 3.7k M
dns 170.6k I
ssh 54.3k I

others others  431.2k I



Blocked Threats
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@ threats
Home

mY S8

vulnerability | 1.59M

| |
flood I <25 46k

spyware _ 198 41k

wildFire_virs ‘ 1.15k

Virus | 526
packet | 55
0 20000k 40000k

Threat Name

Telnet Authentication Brute Force Attempt
Microsoft SQL Server Stack Overflow Yulnerability
Session Limit Event
SME: User Password Brute Force Attempt
MS-EDP Brute Force Attempt
Virus.parite:formatmcl.gicp.net
SSH User Authentication Brute Force Attempt
DNS ANY Queries Brute Force DOS Attack
Mirai.Gen Command And Control Traffic
MAIL: User Login Brute Force Attempt
others

600.00k

3806732
40015
40033
13974
40007
others

800.00k

vulnerability
flood
vulnerability
vulnerability
Spyware
vulnerability
vulnerability
spyware
vulnerability
others

brute-force

1.00M 1.20M 1.40M

Threat Category

code-exacution
unknown
bruteforce
brute-force
unknown
brute-force
brute-force T
spyware critical
brute-force
others

1.60M 1.80M

Count

543.8k NN

466.4k I
425.5k I
262.5k N
125.9k W
a0.5k Nl
54.3k1
50.6k1
42.1k1
26.4k1
127.2k
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Security Policies Blocking Activity
@ threas O content O URLs
Home

1 | | | | | | | | |
wutne rability | 1 5oM
| | -

fload | <2 548k
| | |

spyware [ 19841k

wildfire-virus | 115k
virus | 526
packst | 55
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Rule Count
allow-all_INBOUND ey __________________________________________|
DoS_test Iz] 425.5k I
allow-all_QUTBOUND 158.9% I




